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ABSTRACT

GPTs are customized LLM apps built on OpenAT’s large language
model. Any individual or organization can use and create GPTs
without needing programming skills. However, the rapid prolif-
eration of over three million GPTs has raised significant privacy
concerns. To explore the privacy perspectives of users and creators,
we interviewed 23 GPT users with varying levels of creation expe-
rience. Our findings reveal blurred lines between user and creator
roles and their understanding of GPT data flows. Participants raised
concerns about data handling during collection, processing, and
dissemination, alongside the lack of privacy regulations. Creators
also worried about loss of their proprietary knowledge. In response,
participants adopted practices like self-censoring input, evaluating
GPT actions, and minimizing usage traces. Focusing on the dual
role of user-creators, we find that expertise and responsibility shape
privacy perceptions. Based on these insights, we propose practi-
cal recommendations to improve data transparency and platform
regulations.
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1 INTRODUCTION

GPTs are customized apps built on OpenAT’s Large Language Mod-
els (LLMs) to serve specific task needs, often integrating third-party
services [76]. Consider, for example, a digital assistant that users
can interact with to manage their daily agenda. By integrating with
calendar services like Google Calendar (with user permission), these
GPTs can automate and streamline task management. They can
schedule appointments and provide timely reminders for upcoming
meetings and events, all based on conversational interactions with
users (e.g., [43, 91]). Beyond this example, a wide variety of GPTs
are created by individual and organizational subscribers of OpenAl
to serve diverse needs; all these are accessible in the GPT store
operated by OpenAl [83]. By January 2024, over three million GPTs
have been developed [83], with 159,000 available for public use [93].
These GPTs attract approximately 6.1 million visits per month [93].
With the emerging usage of GPTs, security and privacy concerns
have been raised, affecting both end users and the internal models
of GPTs [9, 16, 103, 113, 116]. For example, malicious GPTs can be
created to steal personal information input by end users [9, 16, 103].
Additionally, GPTs have been identified to be vulnerable to a range
of threats, such as spoofing, repudiation, and tampering [103]. Not
only end users but also the GPTs internals, such as the knowledge
base from creators to build GPTs, are at risk of compromise from
attacks like prompt injection [113, 116]. Previous research has high-
lighted the unresolved risks associated with GPTs. However, little is
known about how users of the GPT platform actually use or create
GPTs and how they perceive the privacy of these GPTs.
Understanding the privacy implications of GPTs is important for
several reasons. First, GPTs provide a valuable case for understand-
ing how users perceive privacy in the customization of LLM applica-
tions. While many studies have explored technical methods to safe-
guard user privacy while maintaining system performance through
privacy-preserving algorithms and system design [4, 51, 61, 67],
there is limited understanding from the user’s perspective, such as
how willing users are to compromise their privacy in exchange for
LLM customizations. As increasing customization and intelligence
in LLM apps require more user data, understanding users’ per-
spectives becomes crucial. Understanding users’ privacy concerns,
practices, and demand for more customized technology is essen-
tial for mitigating security and privacy risks, offering guidance to
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the rapidly expanding user community, and designing technology
securely and ethically to meet their expectations.

Second, the GPT store offers users access to a diverse array of
GPTs designed for specific tasks and enables them to create new
GPTs with ease. The threshold for creating GPTs is remarkably low,
allowing any subscribed individual or organization to develop their
own GPTs without the need for advanced Al or programming skills.
Moreover, users and creators share the same type of account within
OpenAT’s services and are treated uniformly, without any distinc-
tion between the two roles. This flexibility allows users to take
on multiple roles, simultaneously using GPTs while also creating
them, in contrast to the traditional view that users and developers
have clearly defined, separate roles [11, 23, 34, 62, 94]. This dual
engagement may influence their perspectives on privacy, where
individuals act as both users and creators. However, it remains un-
clear who exactly is creating GPTs. Are individuals developing GPTs
solely for their own needs, or are some creating them for others?
These questions highlight the importance of examining the role
of GPT creators and audiences to develop a more comprehensive
understanding of privacy perceptions related to GPTs.

To systematically study the privacy perceptions of both users
and creators of GPTs, we ask the following research questions:

e RQ1: What are users’ and creators’ mental models of data
flows in GPTs?

e RQ2: What are users’ and creators’ privacy concerns and
their practices responding to their concerns about GPTs?

e RQ3: Who is creating GPTs, and how do the dual roles (cre-
ators and users) influence their privacy perceptions?

In this work, we conducted semi-structured interviews (N=23)
across a spectrum of roles on the GPT platform, ranging from
end users of GPTs to experienced professional creators developing
popular GPTs. The interviews focused on their mental models of
data flow in GPTs, privacy concerns and practices, and reflections
on their roles.

Our major contributions are:

e a) We present users’ and creators’ mental models of data
flow in GPTs usage, along with their privacy concerns and
practices regarding GPTs usage.

e b) We identify a spectrum of roles, from users to creators of
GPTs, shaped by their creation experiences and motivations,
providing insights into how this spectrum influences privacy
perceptions.

e c) We discuss the implications of our findings based on the
interviews and suggest recommendations for platforms, reg-
ulators, and researchers to improve the design and regulation
of GPTs and similar LLM applications.

2 USAGE SCENARIOS OF GPTS

There are eight categories within OpenAI’s ecosystem of 3 million
GPTs, including: DALL-E (e.g., generating and refining images [6]),
Writing (e.g., writing assistant, with a focus on relevance and word
count [89] ), Programming (e.g., creating websites [39]), Research
and Analysis (e.g., searching academic papers with citations [28]),
Education (e.g., solving math problems [88]), Productivity (e.g.,
designing presentations and logos [20]), Lifestyle (e.g., picking suit
colors for individuals [5]) and “Top Picks” from the week.
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Based on previous studies on GPT data practices [45], OpenAI’s
documentation [75], and exploration by developing demo GPTs,
we categorize GPTs into three primary scenarios distinguished by
their functions and usage:

Scenario 1: Basic GPTs are created using the Built-in Capabilities
provided by OpenAl. These capabilities can be easily activated by
selecting checkboxes in the GPT creation interface. Creators can
then set up GPTs with basic prompt instructions or add domain-
specific knowledge. For example, a legal GPT can be developed by
uploading legal documents and specifying prompts for the GPT
to act as a lawyer. In this type of GPT, all data remains within
OpenAT’s infrastructure. Creators do not have access to any user
data, including the prompts that users interact with in their GPT
apps. The only information available to creators is the accumulated
count of conversations and the overall user rating.

Scenario 2: Action-based GPTs can access third-party services
by integrating APIs that connect to external platforms. Actions
need to be implemented as HTTP APIs by creators and exposed
to OpenAl in a JSON format [75]. Each GPT can include multiple
Actions, allowing it to connect to one or more third-party services.
Depending on the API configuration, creators may be able to ex-
tract user information, including conversations, and transmit this
data to external services outside of OpenAl’s infrastructure [45].
For example, a scholarly GPT might locate resources in a specific
library based on user instructions, with access to the library estab-
lished through an API that becomes an Action of the GPT. Figure
1 illustrates the potential data transmission paths in this type of
GPT. Importantly, for action-based GPTs, each Action requires the
user’s permission before the GPT accesses external services. When
an Action is called, users are given the options to "Allow" (permit
once), "Always Allow" (grant ongoing permission for this GPT), or
"Decline" (no execution of the action).
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Figure 1: (Scenario 2) A demonstration of action-based GPTs
that connect to multiple third-party services.

Scenario 3: Some action-based GPTs integrate a Login to third-
party services. Similar to Scenario 2, the API is configured by the
creators, allowing each GPT to initiate multiple login requests and
connect to various third-party services. Depending on the API
setup, creators may be able to extract user information, including
conversations, and transmit this data to external services outside of
OpenAlr’s infrastructure. For example, a music GPT might suggest
a playlist based on user preferences and automatically add it to the
user’s music account. In this scenario, the login process triggers an
authentication flow, redirecting users to a third-party service for
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the Login. After a successful Login, users are redirected back to the
original GPT, which can execute actions using the authentication
confirmation, such as a token. Figure 2 illustrates the potential
data transmission paths in this type of GPT. As with other action-
based GPTs, each action requires explicit user permission before
execution.
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Figure 2: (Scenario 3) A demonstration of login-based GPTs
that require user login authentication and connect to multi-
ple third-party services.

3 RELATED WORK
3.1 Privacy Issues and Safeguards in LLMs

The extensive data storage and rapid information distribution of
LLMs pose challenges to various aspects of privacy, including per-
sonal data control and regulation [60, 72, 109].

LLMs collect vast amounts of data, which is often stored, pro-
cessed, reused for machine learning, and shared with third par-
ties [60, 107]. Privacy violations may occur during data process-
ing [60, 109], as data points may be linked to identify individuals
and infer sensitive traits like sexual orientation, gender, or religious
beliefs [109]. This can lead to the creation of detailed profiles with-
out the individual’s knowledge or consent [60]. Moreover, users
typically lack control and are not informed about how their data is
used, including its inclusion in training datasets, making it vulner-
able to leaks and unauthorized access.

The dissemination of sensitive information from LLM training
data also poses significant risks [60, 109]. For example, GPT-2 has
unintentionally revealed personal details like phone numbers and
email addresses from its training data [21], and GPT-3-based Co-
pilot exposed sensitive API keys, potentially enabling unauthorized
database access [56]. Besides exposing real sensitive data, LLMs
also risk spreading false or misleading information [109].

Furthermore, LLMs and text-to-image (TTI) models raise copy-
right and cybersecurity concerns [15, 109]. LLMs may generate
content that exploits creators’ ideas without direct copyright vi-
olations [15]. TTI models like DALL-E can mimic artists’ styles
and be exploited for financial gain [15, 100]. Both technologies also
pose cybersecurity risks, generating personalized phishing emails
or convincing visuals for scams [15, 109].

In response to privacy risks, research has developed various
safeguards for LLMs. For example, pre-processing techniques filter
or replace sensitive information, such as personal identifiers (e.g.,
names, addresses), before it reaches the model [48]. Differential
privacy adds noise to data or model updates, preventing the model

from memorizing and leaking specific user data while maintain-
ing overall performance [96]. Federated learning enhances privacy
by decentralizing model training, minimizing data exposure by
keeping information local [117].

While this research stream has uncovered privacy issues and
technical solutions for LLMs, human aspects have received less
attention, as we discuss next.

3.2 Privacy Theory and Human-Centered
Privacy in LLMs

Privacy can be understood as a predisposition or behavior akin to
a boundary regulation process of self-disclosure, which individuals
employ to achieve an optimal level of social interaction in accor-
dance with contextual norms [72] and personal needs [7] [98]. It
encompasses granular constructs such as privacy concerns (i.e.,
worries about specific privacy-related situations), privacy behav-
iors (i.e., actions taken to achieve a preferred level of privacy), and
privacy preferences (i.e., desired outcomes in privacy-related situa-
tions) [27]. These constructs often overlap and collectively shape
an individual’s overall perspective on privacy [27].

There are several theories used to study user privacy percep-
tions and behavior. As such, the privacy calculus theory explains
that users weigh the perceived benefits (e.g., discounts) against
the risks (e.g., identity theft) when deciding to share personal in-
formation [29, 38]. This theory, however, has faced criticism for
assuming rational decision-making, as users often rely on heuristics
and cognitive biases [3, 52]. Moreover, emotional responses play a
role in privacy decisions [25]. Drawing on coping theory [58, 59],
besides behavioral strategies to manage privacy risks, users employ
emotion-focused coping (e.g., complaining about privacy risks) [25].
Emotional factors like frustration or anxiety can lead users to ac-
tively manage their privacy settings or disengage entirely, a phe-
nomenon known as privacy fatigue [25, 26].

Human-centered privacy in LLMs focuses on understanding
how users perceive and respond to privacy risks, but related re-
search remains limited. Few studies highlight user concerns about
being listened to and data collection when using intelligent per-
sonal assistants [65]. A recent study on ChatGPT revealed that
users adopt privacy practices such as avoiding certain tasks (e.g.,
financial advice), providing generalized or false information, or
removing personal details to protect their privacy [115]. In broader
digital contexts, users have historically had limited control over
privacy and often resort to self-regulation by selectively sharing
or withholding personal information [68, 74]. Some users restrict
their use of specific services, such as limiting single sign-on (SSO)
to low-risk platforms or avoiding high-risk services entirely due to
privacy concerns [13, 24].

LLM privacy is compounded by the anthropomorphic nature of
chatbot interactions. Human-like qualities often lead users to over-
share, as users overestimate the chatbot’s capabilities and perceive
it as human-like [85, 109]. This tendency increases privacy risks and
tolerance for intrusions, even when users are aware that chatbots
are not human. Such behaviors can be exploited maliciously, as in
the case of promoting addictive content [44, 87, 105].

The literature reviewed above highlights common concerns sur-
rounding LLMs. However, as emerging platforms facilitate the easy
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creation and use of LLM-based apps, such as GPTs, research on
their privacy implications remains limited and requires continuous
reassessment and updates. Building on the foundation of prior pri-
vacy theories and LLM research, this work examines GPTs through
a human-centered lens.

3.3 Privacy Across Different Roles

Perspectives on privacy issues and mental models around data
flows may differ, depending on several determined personal influ-
ences [12, 63, 98, 110, 112] as well as the role individuals hold in
a given context [72]. Extensive studies have shown that the level
of expertise of users impacts mental models around privacy and
security [36, 49, 73]. In particular, more technically advanced users
have a more sophisticated understanding of system data flows and
are more aware of potential cybersecurity threats [36, 49], a trend
also observed in the context of LLMs [115]. This difference in user
mental models also emerged as part of privacy concerns. Users with
a less accurate mental model, viewing their input as a quality indi-
cator rather than training data, have difficulties perceiving the pos-
sibility of memorization leaks [115]. Additionally, role perception
influences individual privacy concerns. Studies reveal differences
in privacy attitudes between professional and hobbyist develop-
ers. While professional developers tend to approach privacy with
a compliance-driven mindset, adhering to regulations, hobbyists
often view privacy policies as platform-imposed requirements [94].
Furthermore, while users express more concerns about data sharing
and handling [65], developers sometimes engage in risky practices,
such as neglecting security implications [1], requesting excessive
permissions [31, 32, 102], and violating privacy policies [8, 97].

Despite the studies above, the dual roles of individuals as both
users and creators and the impact this overlap may have on their
privacy perceptions and practices remain underexplored to the best
of our knowledge. In the GPT store, individuals can easily create
while using others’ GPTs or their own. From OpenAl’s perspective,
both creators and users have the same type of account and are
treated equally as users. By examining the intersection of these
roles, we aim to understand how roles influence privacy perceptions
and practices.

4 METHOD

To understand privacy issues in GPT usage, we conducted 23 semi-
structured interviews from June to July 2024. The interviews were
conducted remotely through Microsoft Teams, ranging between 40
to 126 minutes, with an average of 69 minutes. Each participant
received a 20-euro Amazon voucher as compensation for their
time. This study followed university guidelines and was approved
by the university’s institutional data protection board and ethical
committee.

4.1 Participants Recruitment

To select participants, we conducted an online screening survey
that included questions about basic demographic information and
respondents’ usage and creation of GPTs. To prevent fraudulent
entries, as advised by Panicker et al. [86], we included a basic
knowledge test about GPTs, and only those who passed were eligible
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for recruitment. The full screening survey can be found in the
Supplementary Materials.

To capture diverse privacy perspectives from various roles, we
targeted three groups of GPT users in our recruitment: a) End users:
individuals who regularly use GPTs. b) End users and amateur cre-
ators: individuals who regularly use GPTs and have experimented
with creating them. c) Professional creators: individuals who have
created GPTs for public use. To reach a broad audience, we posted
our screening survey via online platforms like the OpenAlI forum,
Reddit, LinkedIn, and Prolific. To target professional creators, we
randomly selected 300 GPT creators with public LinkedIn contact
information from the GPT store and sent them individual study
invitations and screening surveys.

We received a total of 151 responses to the screening survey.
After excluding 46 invalid responses (ambiguous or fraudulent)
and 28 respondents who declined participation, we reviewed the
remaining 77 responses. Participants were chosen to represent dif-
ferent types of GPT usage and varying levels of creation experience.
In total, 43 invitations were sent. Each invitation included a study
information sheet, privacy notice, and consent form.

Interviews were primarily conducted in English, with two ex-
ceptions (P4 and P11), who were assisted by two experienced HCI
researchers from the team who natively speak German and Chinese,
respectively, per the participants’ request. During the interviews,
both participants predominantly communicated in English, switch-
ing to their native languages only when unable to articulate specific
ideas. In such instances, the researchers restated the participants’
statements in English and obtained on-site confirmation from par-
ticipants to ensure accuracy. The interviews were recorded and
transcribed using Teams’ automatic transcription feature, which
helped minimize human-introduced bias. Researchers subsequently
reviewed and corrected the transcripts to ensure accuracy and clar-
ity while preserving the participants’ statements.

During the interview period, researchers continuously reflected
on the data and engaged in discussions with all authors. When
data saturation was reached and no new information emerged,
we stopped recruitment [35]. Ultimately, a total of 23 participants
consented and completed the interviews. Their demographics are
detailed in Section 5.1, Table 1. We will discuss the participants’
demographics alongside our findings.

4.2 Interview Design

The interview design was iteratively developed and reviewed by a
team of professional HCI, privacy, and security researchers. Before
beginning the actual data collection, we conducted three pilot in-
terviews with people with and without GPT creation experience,
after which the interview protocol was refined.

At the start of the interview, we clarified that the interview
would focus exclusively on GPT usage. Participants were asked to
explain their understanding of GPTs and distinguish them from
other AI products (e.g., ChatGPT) to ensure a clear understanding
of the scope of GPT usage.

Our semi-structured interview protocol comprised two major
sections. The first section focused on participants’ perspectives
as users of GPTs, covering the following topics: general GPT us-
age (Q1.1), experiences with action-based and login-based GPTs
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(Q1.2), mental models of data flows in three GPT usage scenarios
as described in section 2 to elicit further discussion on participants’
privacy concerns (Q1.3), and privacy concerns, risk perceptions,
and responses to their privacy concerns (Q1.4). If participants only
had user experience and no creation experience, the interview con-
cluded at this point.

For participants with experience in creating GPTs, the interview
continued to the second section, which focused on the creator’s
perspective. We explored their creation experiences (Q2.1), privacy
considerations as both creators and end-users of their GPTs, and
reflections on how their dual roles as users and creators shaped
their privacy perceptions (Q2.2). The complete interview protocol
is provided in the Supplementary Materials.

4.3 Data Analysis

We conducted a thematic analysis [18] with Atlas.ti [10] through
a hybrid approach, which combined inductive coding to uncover
privacy-related perceptions emerging from the data with deductive
alignment to established privacy constructs and concepts. This
method allowed us to anchor our analysis in participants’ lived
experiences while contextualizing the findings within established
theoretical frameworks.

To begin the analysis and become familiarized with the data [18],
two authors manually reviewed and corrected the transcriptions
auto-generated by Teams. Next, two coders independently open-
coded two interview transcripts and reviewed each other’s codes.
Through discussion, they developed an initial codebook, merging
similar codes and refining unclear ones. Using this initial codebook,
the coders independently coded another transcript and calculated
the interrater reliability (IRR), achieving an initial Krippendorff’s
alpha score of 0.67 [55, 57]. After discussing disagreements and re-
fining the codebook by adding new codes, they repeated the process
with another transcript, achieving an IRR score of 0.81, which indi-
cates substantial agreement [57]. This process aimed to establish
consistency in coding styles, including wording and granularity,
while maintaining room for diverse perspectives from multiple
coders [66]. The coders then divided the remaining transcripts and
coded them independently, applying existing codes while staying
open to new ones. Regular meetings were held to review and refine
the codes collaboratively and to develop themes aligned with the
research questions.

Theoretical Grounding and Operationalization in Analysis. To
explore participants’ mental models of data flow within GPTs (RQ1)
and how user-creator roles influence privacy perceptions (RQ3),
we inductively analyzed how participants (mis)understood various
aspects of data flow, including the range of data collected, the
entities involved, and their purposes for collecting the data, as well
as the specific ways in which user-creator roles impact privacy
considerations.

To analyze privacy concerns and practices (RQ2), we focused on
two groups of privacy constructs:

(a) Privacy concerns are defined as “expressions of worry towards
a specific privacy-related situation.” [27]. During the analysis of
privacy concerns, initial coding was conducted inductively. Codes
were assigned to recurring ideas or issues without reference to a
predefined framework. As researchers developed broader themes,

it became evident that many concerns can be attributed to Solove’s
privacy taxonomy, which categorizes data stages into collection,
processing, and dissemination [99]. Therefore, we used it as a lens
to refine and organize subsets of the themes in privacy concerns.

(b) Privacy practices comprise all forms of participants’ enacted
responses to their privacy concerns. During the analysis, related
codes included privacy-related decisions, behaviors, and prefer-
ences, as such constructs often overlap [27]. Focusing on an overview
of privacy practices enables us to capture the variety of behavioral
and emotional reactions, and how participants navigate their pri-
vacy concerns.

5 FINDINGS

We present our qualitative results, grouped into three sections
corresponding to our research questions. Section 5.2 describes users’
mental models of data flow within GPTs. Section 5.3 and Section 5.4
present users’ and creators’ privacy concerns and privacy practices
in GPT usage. Section 5.5 reveals how the role of users or creators
shapes privacy perceptions.

Through our interviews, we learned of various usage motivations
among different user groups of the GPT store. Before presenting
the findings for each RQ, in Section 5.1 we begin by providing an
overview of our participants and outline the user-creator spectrum
we discovered based on these usage motivations.

5.1 Participants and the User-Creator Spectrum

As described in Section 4.1, our study aims to understand the pri-
vacy perceptions of individuals in different roles. We targeted our
recruitment in terms of three categories of GPT users: a) end-users;
b) end-users and amateur creators; and c) professional creators.
However, as we progressed with our interviews, we learned that
the distinction between users and creators is not as discreet (for
instance, based on the number of GPTs created) as we initially hy-
pothesized; very often, it was blurred. Even professional creators
with popular apps noted this complexity:

‘T feel like in this GPT store, I'm creating my own GPTs
and I'm using them. I feel like I create them, but I don’t
really create them, because it’s so easy to create, it’s not
like the Apple store or Android store where you may
need more effort and longer cycles to release it. So in
this sense, the line between users and creators is really
blurry.” - P8

Overall, we observed a spectrum of creation experiences among
our participants. Some (P18-P23) had no prior experience with GPT
creation. Others who identified as GPT users during the screen-
ing survey exhibited varying levels of expertise—some (P10, P12,
P14-P16) had contributed to one or two GPTs, while others (P11,
P13, P17) had created multiple GPTs, demonstrating more extensive
experience. In contrast, participants who identified as professional
creators (P1-P9) generally had substantial experience. They devel-
oped GPTs for public use, with many achieving notable success,
with their most popular GPTs exceeding 500 conversations.

Through our interviews, we discovered that self-reported users
had primarily created GPTs for personal use, despite having experi-
mented with publishing them (P10-P17). For example, P13 created
multiple GPTs to help him study for different exam subjects by
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No  Gender Occupation Country Usage and Creation (conversation counts)

P1 Male Independent creative director Netherlands  user, popular GPTs creator with 10+ GPTs (600+)
P2  Male Consultant Spain user, popular GPTs creator with 10+ GPTs (1K+)
P3  Male Tech founder, novelist Singapore user, popular GPTs creator with 5 + GPTs (100+)
P4  Male Entrepreneur Germany user, popular GPTs creator with 1 GPT (700+)
P5  Male Self-employed IT expert Luxembourg  user, popular GPTs creator with 4 GPTs (500+)
P6  Male Talent consultant, content creator USA user, popular GPTs creator with 3 GPTs (1k+)
P7 Male Customer Experience Lead Spain user, popular GPTs creator with 5+ GPTs (1k+)
P8  Male Lead Salesforce DevOps engineer USA user, popular GPTs creator with 3 GPTs (5k+)
P9  Male Senior account manager USA user, popular GPTs creator with 200+ GPTs (10k+)
P10 Female Personal assistant UK user, involved in a team creation

P11  Male System security researcher China user, created 3 GPTs for self-use

P12 Female Researcher, consultant UK user, experimented creation

P13 Male Student Finland user, created >20 GPTs for self-use

P14 Male Doctoral researcher China user, created 2 GPTs for self-use

P15 Female New graduate Netherlands user, created 1 GPT for self-use

P16 Male Research assistant Finland user, created 1 GPT for project

P17 Female Student researcher Finland user, created several on similar platform

P18 Female Data intern Finland user

P19 Male Teacher/volunteer UK user

P20 Female Doctoral researcher Finland user

P21 Male Research assistant UAE user

P22 Female User experience designer Finland user, plans to experiment with creation

P23 Male Researcher Germany user

Table 1: Demographic characteristics of 23 study participants.
Note: a) The conversation count in the last column refers to the total number of conversations that have occurred within the
creator’s most popular GPT. b) The OpenAlI product is not officially available in China, and P11 and P14 used a VPN to access

the services. ¢) P17 created apps on a similar platform (https://miniapps.ai/).

fine-tuning each one with relevant course materials. Similarly, P11
developed a GPT for language translation and refining writing
tasks to match a specific style he was working on. However, pro-
fessional creators (P1-P9) were more motivated to create for the
public, developing GPTs with such goals as self-promotion, sharing
knowledge with the community, or showcasing their expertise as
part of a business model where they create and customize GPTs for
clients. For example, P8 utilized his expertise in Salesforce to create
GPTs that translate user needs into Salesforce-specific language,
gaining popularity within the Salesforce community. Similarly, P3
leveraged his experience as a novelist to develop GPTs for editing
and publishing news media editorials. By showcasing these capa-
bilities, he actively sought clients and helped them to create their
own marketing-focused GPTs.

In summary, the participants in our study had varying levels of
experience with creation. Some shifted between dual roles, acting
as both creators and users, engaging in the creation of GPTs while
simultaneously using GPTs they or others had created. Based on
these insights, we refined our mapping of participants into the three
main groups detailed in Table 1.

Next, we will report our findings from discussions with these
participants, covering the spectrum of various users and creators.
In cases where clear distinctions in perceptions between creator

and user roles are evident, we will highlight their correspond-
ing roles. However, in situations where the role is less signifi-
cant—particularly when discussing the use of GPTs—we will refer to
all participants as “users of GPTs” and present privacy perceptions
more generally.

5.2 Mental Model of Data Flow in GPTs Usage

In this section, we outline the most prominent mental models for
each scenario of GPT usage, highlighting key conceptions and
misconceptions about GPT data flow in comparison to the official
documentation.

We find that participants with experience creating GPTs ex-
pressed greater confidence in their assumptions about data flow. In
contrast, those who were solely users frequently responded with
statements like ‘T don’t know.” Furthermore, participants gener-
ally exhibited skepticism about actual data flow processes, often
expressing “hope” that data practices functioned in specific ways.
This blend of uncertainty and cautious optimism highlights a lack
of clarity and trust in the underlying data flow in GPTs.

5.2.1 Scenario 1: Basic GPTs. Participants were asked to recall an
instance where they used or encountered a GPT that offered only
basic interactions. We then asked participants to briefly describe the
GPTs they used, to explain how they believed the data flowed within
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those GPTs. The primary divergence in participants’ understanding
centered on who collects the data and their purposes.

Only OpenAlI Collects Data to Improve its Ecosystem. (P25, P7-9,
P11, P13-14, P16, P18, P23) Participants with this mental model
believed that only OpenAl collected user data, including chats and
interactions, primarily for training backend models. They saw data
collection as a collective process aimed at system improvement,
rather than targeting individual users. Some participants viewed
it as reasonable for enhancing the model’s performance. As P11
described:

‘T think in a company or a service with such a large
number of users, there are many people talking to it
every day, and it shouldn’t be, how to say, use my infor-
mation specifically to me. It may be more about sum-
marizing some of my patterns and then using them in
their subsequent training. So I think this is also a pro-
cess of improving, so it’s okay to let them collect this
information.” - P11

Participants also recognized GPTs as part of OpenAI’s broader
ecosystem, suggesting additional data collection purposes beyond
training. These included collecting user feedback by tracking inter-
actions across services, “If people are like deciding to use one GPT
and then they go to use a similar one, [OpenAl] tracks the interactions
across GPTs” (P8), and using chat history to monitor violations, such
as “violence, porn, or other things, to support policy development
(P14).

Overall, some participants with this mental model trusted Ope-
nAlI to handle data responsibly and exclusively. As P2 commented,
“There’s no security problem because it’s only OpenAI who is collecting
data.” (P2).

Official documentation: OpenAl collects user content (e.g.,
chats, uploaded files) and usage data (e.g., interaction activity, loca-
tion, and device details) to provide and improve its services, and
also prevent misuse of them [79, 81].

Creators: Collects vs. No Access to Data. Some participants be-
lieved that creators of specific GPTs, alongside OpenAl, collected
user data such as conversations and behavioral information to im-
prove their GPTs (P10, P12, P15, P17, P19-20, P22). For example,
P15 used a GPT to help generate a CV. She explained that the de-
tailed information she provided, such as “my city, education, work
experience” (P15), would be collected by the creators because “they
try to know about their users” (P15).

However, participants with experience in GPT creation opposed
the idea of creators being involved in data collection. They explic-
itly stated, based on their experience, that creators cannot access
any user interactions with their GPTs (P1-2, P4, P7-9, P14). Re-
garding the inability to access user data, creators expressed mixed
attitudes. On one hand, some creators wished for access to user
data to improve their GPTs. For instance, P2 commented:

“Unfortunately we don’t collect the information. It would
be an interesting incentive that OpenAI would release
that data collection to GPT creators. [...] If I could
gather all the messages, I could improve my own chat-
bot because I would adapt to the feedback from users,

not feedback that they give directly to me, but things
that I observe.” - P2

On the other hand, some creators appreciated that user privacy is
protected by restricting creators’ access to user data. P1 explained:

“I'm not allowed to see your conversation, which is a
good thing, right? Never share it with creators. That
will be awful” - P1

Official documentation: In Scenario 1, creators do not have
access to specific conversations with their GPTs [82].

Partner Companies Shares Data. (P1, P6, P21) A few participants
also believed that extensive user data could be shared with partner
companies and used for commercial purposes. For example, P21
speculated that chat history might influence market campaigns
based on user queries, while P1 imagined detailed user profiling,
including tracking other desktop screen activities: ‘Tt will scan ev-
erything. Maybe it will scan how I organize my folders. Maybe the
colors I like on my desktop, and maybe it will analyze even the sounds
if I have a cat or not, or how I breathe.” (P1). This invasive and com-
mercially oriented data flow perception became more prominent in
Scenario 2.

Official documentation: OpenAl may disclose users’ personal
data to vendors and service providers to support business operations
and deliver certain services [79].

5.2.2  Scenario 2: Action-based GPTs. Participants were asked to
recall an instance where they used or encountered a GPT that
required user permission to perform actions outside the GPT. For
example, P13 described using a GPT to design graphics and create
slides, which connected to the third-party service Canva [19]. In
this scenario, participants generally believed that more entities in
addition to OpenAl were involved in collecting data, often in a
more invasive manner.

Third Parties Collect Data. (P2-3, P5-6, P9-11, P14, P16-18, P23)
With this mental model, participants believed that data was col-
lected by multiple entities, including creators and third-party ser-
vices. However, most participants were uncertain about what data
was being collected.

Some participants believed that only selective data, such as task-
relevant keywords, would be collected. P14 explained:

“Like the scholar GPT the only thing we transfer to that
API may be the title of the article, and the summary
of the article, but no more personal details, even if I
accidentally put my name or my school name to the
GPT” (P14)

In contrast, some participants assumed that third parties might
collect everything beyond the conversations, including credentials,
user IDs, emails, and all interaction data. In this scenario, many
participants highlighted the possibilities for third parties to collect
user data for spam content or marketing. For example, P14 assumed
that third parties collected data to predict market trends: “The
tendency of the people travel if I operate a tourism GPT that help me
help people book flights or hotels, they may use such information to
estimate the travel tendency of the market” (P14).

Official documentation: Builders of GPTs can specify the
APIs to be called, but users must consent to actions. OpenAl does
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not independently verify the privacy or security practices of API
providers. Users are advised to use the GPT only if they trust it [77,
81].

5.2.3 Scenario 3: Login GPTs. We asked participants to recall an
instance where they used or encountered a GPT that requires users
to log in to external services. Compared to Scenario 2, participants
showed a more cautious attitude toward using login-based GPTs,
expressing doubts about the underlying processes. Some found
these interactions confusing, such as P17, who used a GPT to cre-
ate an event invitation but unexpectedly had it synchronize with
her calendar: ‘T just clicked by mistake and it suddenly opened my
calendar and I was not sure why did that happen” (P17).

Authentication Secured by OpenAlI vs. Creators Having the Pass-
word. Most participants believed the login process was securely
managed through authentication, ensuring that no one could access
their direct account information, such as usernames and passwords
(P3-6, P8, P11, P16-17, P20-21). Still, some participants remained
concerned that those direct account details, such as email user-
names (P14) or even passwords (P7, P15, P18), were still accessible
to GPT creators or third-party companies.

Many felt that OpenAlI should bear full responsibility for manag-
ing all authentication information. However, some also recognized
that the security of the login process depended on the practices of
the GPT creators. As P5 commented, “At least if the developer has
done the job correctly, they shouldn’t have access to the username or
password” (P5)

When discussing login status, participants often referred to their
experiences with other services, assuming GPTs would remain
connected unless users manually revoked access. Meanwhile, some
participants expressed uncertainty but remained hopeful, as P15
noted:

“T hope they can automatically log out of my account
after usage. Because if you don’t, you will lose the trust
of users. They might stop using GPTs, thinking, "Oh,
someone else could be using my account."” - P15

Official documentation: Login in GPTs can be implemented
through "API Key" or "OAuth." OpenAl encrypts the API key and
client secret at rest. The OAuth key is refreshed periodically [80].

5.3 Privacy Concerns of Using Custom GPTs

We analyzed participants’ privacy concerns with GPT usage, focus-
ing on their expressions of worry about specific privacy-related
situations. The development of themes was informed by Solove’s
privacy taxonomy of data collection, processing, and dissemina-
tion [99]. Findings are summarized in Table 2. Concerns UC1 to UC3
(User Concerns) reflect different stages of data collection, process-
ing, and dissemination, while UC4 presents concerns arising from
a lack of regulatory guidance. Additionally, CC1 (Creator Concern)
highlights the challenges uniquely faced by creators.

5.3.1 UCT: Concerns about Data Collection. Our participants noted
that using GPTs often involved sharing sensitive personal informa-
tion during interactions (P3, P6, P8-9, P15, P17, P21, P23). As P15
explained when using a GPT to create a CV:

Ma et al.

Privacy Concerns about GPTs

Participant  Privacy Concerns Brief Definition

All UC1: Concerns about Transparency, consent, and scope
data collection of information gathering

All UC2: Concern about Misuse, inaccuracy, or insecure
data processing processing of personal data

All UC3: Concern about Unauthorized exposure of informa-
dissemination tion or intrusion into private life

All UC4: Lack of privacy Insufficient regulations, platform

regulatory guidelines  guidelines, and GPT verification

Creators CC1: Concerns about GPT creators’ work exploited

creator’s knowledge through reverse engineering

Table 2: An overview of both User Concerns (UC) and Creator
Concerns (CC) in the privacy of GPTs.

“Instead of using it as a general search engine, for GPT

I tend to provide more specific information of the tasks

that I'm performing. Probably I'm very into performing

the tasks, so in the moment I have less attention on

what kind of information that I'm going to give, a lot

of personal information as well like my personality, my

way of thinking.” - P15
The tendency to overshare raised concerns among participants
about data collection, especially with GPTs that connected with
external services and third parties (P1, P3-4, P6, P8, P10-12, P15,
P17, P20-23). They felt anxious about more invasive data collection
when connected to external services, such as “access to some sort of
like maybe the microphone or if you’ve opened an app that uses your
camera, it wouldn’t be limited to the GPT space” (P23), fearing that
this data could be collected by multiple entities beyond OpenAI’s
infrastructure. This concern made some participants hesitant to use
GPTs with integrated actions.

Concerns about consent in data collection were also raised. Some
participants were skeptical about multiple parties collecting data
without their permission (P6). Additionally, one participant high-
lighted concerns that external parties’ data collection practices were
obscured under the guise of OpenAl, potentially misleading users
into misplaced trust and unknowingly giving consent.

“In that case [a GPT with actions], creators have their
own website with a GPT interface and people would
typically need to accept the terms. And, of course, cre-
ators can gather the data, which a lot of creators would
do, but it has a problem with trust. The store is like a
screen that I believe might make some people feel more
comfortable trusting. But you know, in the end, users are
bypassing the fact of connecting with external services
by accepting the terms of conditions and data policies,
and acknowledging who is gathering the data and all
of that, so that is a bad thing about the GPT store.” - P2

5.3.2 UC2: Concerns about Data Processing. As GPTs are highly
specialized for specific tasks, participants expressed concerns about
the aggregation of usage context and interaction data to create
detailed user profiles. For example, P12, who used a lawyer GPT to
consult a rental contract issue, noted, ‘T assume it’s already assuming
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at the beginning that you need legal services. So, there’s some default
persona of you already there” (P12). This raised concerns about users
becoming clear targets for secondary purposes, such as targeted
marketing (P12, P15-16, P20, P23). P20 added:

“There’s this custom GPT app that is about relationship
advice. If you’re asking one time about the problem
that you have or counseling, I think they’re forming
these profiles about people. And if you already logged
in with your social media account, they know who you
are. These profiles are very useful because they are the
gate to proper marketing. The more crisp they have, the
information about you, the more money they’re gonna
make.” - P20

At the same time, participants expressed insecurities about data
processing, particularly concerns regarding potential data breaches
and leaks. These apprehensions were heightened in relation to
GPTs with actions and those developed by individual creators. For
example, P17 highlighted that the involvement of third parties
exacerbates vulnerabilities: “The more parties are involved, the more
hackable the data is; it gives chances for hackers to do eavesdropping
or a man-in-the-middle attack” (P17). Furthermore, participants
feared that inexperienced creators might mishandle their data (P10,
P14). P14 elaborated:

‘Some part-time developers, like me or other people, may
not know much about data protection or the regulations
of each area. So they may have unintentionally or in-
tentionally leaked some data to other people.” - P14

Adding to these concerns, participants highlighted their limited
control over data, stressing that data processing in GPTs is irre-
versible once integrated into a model (P1-4, P6-7, P13-15, P18, P20,
P22-23). As P15 explained:

“T have no way to delete it or to check how my data is
stored, how they’re gonna use my data. [... ] Once the
data is used to build a model, it doesn’t even matter. The
original data is gone, because it’s built into the model.”
- P15

5.3.3  UC3: Concerns about Data Dissemination. Participants raised
concerns about the dissemination of confidential data when using
GPTs, fearing their conversations could be inadvertently exposed
to other users asking similar questions (P3, P6, P8, P10, P12, P14,
P20-21, P23). For example, P2 highlighted the risk of a confidential
research idea being inadvertently revealed. Conversely, participants
were also uneasy about receiving sensitive information from other
users in GPT responses, which they found equally undesirable (P1,
P14, P20).

Participants emphasized the potential harm of data dissemina-
tion if their information were leaked (P1-2, P10, P17, P21). For
example, P8 envisioned scenarios where a GPT connected with
payment services could lead to “a lot of bad things”, P8 explained:

“If all my data that I'm giving was exposed, especially
if I've been connecting to other services... Identity theft,
taking information from those services, can pretty much
like destroy somebody’s life effectively.” - P8

Participants also expressed concerns about malicious intents, such
as their data being sold, exploited for scams, manipulated for politi-
cal purposes, or in cases involving images or visual content, altered
into deepfakes (P1-2, P10, P17, P21).

Participants were further concerned about the potential for GPTs
to intrude into their personal lives by bypassing permissions and
acting without explicit consent (P1, P6, P12, P17). They feared GPTs
could disseminate private data through unintended actions, such as
sending “tweets under their name” (P12) or misusing linked accounts
(o).

5.3.4 UC4: Concerns about Lack of Privacy Regulation and Guide-
lines. Participants, particularly those with experience in creating
GPTs, expressed concerns about the lack of regulation in the GPT
store. They observed that low-quality GPTs and spam content had
proliferated, undermining trust in the platform. As P2 explained
about the GPT store:

“It’s been contaminated with a lot of bad content. Some-
times the conversations about privacy are totally out
of touch with reality with these kinds of companies.
They don’t care about people trying to deceive other
people or trying to sell a service, which is actually what
malicious players could do. I think that one bad thing
about OpenAl and the GPT store is that it promotes
these behaviors like spam, scams, and all of that.” - P2

P2 further attributed the issue of spam to the low barrier for creating
GPTs: “It’s extremely easy to create that GPT, so that’s the reason
why it’s used for spam essentially. [...] OpenAlI could improve to
create more barriers for creating GPTs, perhaps more requirements
for identifying the creators” (P2). Similarly, P8 expressed concerns
about the lack of mechanisms to report malicious GPTs and called
for more accountability and verification guidelines. He suggested
features like a “OpenAl verified badge” and ensuring the verification
of creator identities, stating, “This developer is either being who they
say they are or being a certain level of security” (P8).

Moreover, participants expressed concerns about the absence
of regulatory bodies, such as government and data protection or-
ganizations to regulate the GPT market (P3, P6, P20). They noted
that existing regulations were outdated and not keeping pace with
rapid advancements in Al products like GPTs. Related to this con-
cern, the European General Data Protection Regulation (GDPR) was
frequently mentioned. Participants who resided in Europe felt pro-
tected under GDPR (P1, P4-5, P16, P20), while those outside Europe
expressed a desire for similar laws in their regions (P3, P14). These
regional differences also raised concerns among participants about
how GPTs could be regulated when they use a chain of services
located in various parts of the world.

5.3.5 CCi1: Concerns about Creators’ Knowledge. Apart from con-
cerns of regular users, there was a special concern shared by cre-
ators. Creator participants shared that creating high-performing
GPTs required significant effort, including prompt iteration and
incorporating their personal knowledge through uploaded text
files (P1, P3, P5-6, P8, P11). However, once a GPT was published,
this carefully curated work could be easily exploited by end-users
through specific prompts.
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“Certain prompting approaches can get the large lan-
guage models to output the data sources pretty much
verbatim, which means that any data that is taken from
me and used to build the next model, no matter how
private that information, I think it is potentially could
be reverse-engineered from specific prompts.” - P3
Creators expressed frustration with the lack of safeguards for their
creation, leaving them concerned about the potential misuse of
their work.
“I'm more worried as a creator, someone taking my in-
structions and claiming it as theirs maybe, you know,
or using it just as if I want. I feel like I have the right to
that prompt because I'm a creator of that prompt. It’s
almost as if you're stealing my profile.” - P9
Furthermore, creators highlighted the lack of protections from
OpenAl which left them feeling exposed (P1, P3, P6, P9).

“It’s really about the privacy of the bot itself. What I
found very weird and not good from OpenAl is that
they don’t protect the bots. Because I have a whole list
of data I can share on how to breach GPTs in an instant.
I can access sometimes attached files if I want, and read
all the instructions, so I can recreate the bot myself and
start making money there. I find it mind-blowing that
you [OpenAl] offer people bots. Maybe you can earn
money in a store, and then you take zero responsibility
in protecting those bots.” - P1

5.4 How People Respond to Their Privacy
Concerns

In this section, we present findings on how participants respond to
their perceived privacy concerns, emphasizing how users navigate
and address their privacy concerns. These practices are summarized
in Table 3. UP1 to UP4 (User Practices) represent actions adopted
from a user’s perspective, while CP1 and CP2 (Creator Practices)
detail practices specific to creators.

5.4.1 UP1: Self-Censorship of the Input. Many participants shared
that the most effective way to protect their privacy was to be cau-
tious about what they shared with GPTs from the beginning, par-
ticularly data that they considered highly sensitive or valuable (P1,
P3-7,P10-12, P14-15, P17, P19, P21, P23). They believed that once
such information was shared, it could be beyond their control. As a
result, they viewed proactive management of input data as the best
privacy practice.

“There’s this very old thing that like grandma used to

say, it’s like "you wouldn’t want to say something that

you don’t want in the newspaper." Put it like that. Like,

if you have that kind of attitude, that’s the same thing,

if you don’t want it in public, you don’t want it in your

GPT” - P6
Some participants also employed strategies to pseudonymize their
input, such as replacing key personal details like real names with
placeholders or less identifiable information.

This self-censorship also applied to logging into other service

accounts through GPTs. Participants were reluctant to connect
accounts they considered valuable or sensitive, often choosing to
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Privacy Practices to GPTs
Participants Privacy Decisions and  Brief Definition
Behavior
All UP1: Self-censorship Proactive efforts to reduce the
of the input amount of personal information

shared

All UP2: GPT evaluation Users’ continuous evaluation of
GPTs for privacy and trustworthi-
ness

All UP3: Minimizing  The deliberate separation, deletion,

traces of GPT usage and obfuscation of GPT activities

All UP4: Accepting pri- The compromises users make
vacy risks for features  when balancing privacy concerns
with utility

Creators CP1: Knowledge pro- Actions to protect the creation of
tection knowledge, including configuring

settings
Creators CP2: Creating privacy  Practices towards protecting other

notices for GPTs users’ (clients, end-users) privacy

Table 3: An overview of both User Practices (UP) and Creator
Practices (CP) regarding the privacy of GPTs.

avoid such connections entirely (P1, P3-5, P8, P11-15, P19). How-
ever, comfort levels with connecting different types of accounts
varied across participants. Almost all participants avoided linking
accounts involving financial transactions, but opinions diverged
on other types of accounts. For example, some participants were
comfortable linking social media or entertainment accounts like
Spotify, while others, such as P5, viewed music preferences as per-
sonal information and avoided linking such accounts. Similarly,
P11 considered their GitHub account to be sensitive and avoided
associating it with GPTs.

5.4.2  UP2: GPTs Evaluation. Participants carefully evaluated GPTs’
trustworthiness before using them. Many expressed greater trust
in GPTs developed by OpenAlI or familiar services they had used
previously (P2-4, P7-10, P11-14, P17, P19-23), such as Canvas
(P23) or Consensus (P13). Beyond GPTs created by established
organizations, participants were more cautious.

To evaluate the trustworthiness of GPTs, some participants con-
sulted reviews from platforms like YouTube or Twitter to identify
reliable GPTs (P10, P19). One participant referenced a repository
for a collection of open-sourced GPTs, which they reviewed for
effectiveness and credibility (P11). Ratings and reviews in GPT
stores were also common indicators for assessing reliability. As P13
explained:

“You know they have these weekly top GPT5, so I go to
explore GPTs, and under each of these headings, like
featured, you have the top four. [...] I also searched
for it like with some keywords and click based on the
review and also the number of conversations. So if it’s
more than 5K plus or from 1K plus, I go for it.” - P13

This evaluation process did not stop at the point of selection
but continued during the usage of GPTs, especially for those with
actions. Participants closely monitored the actions requested by the
GPTs (P3, P10, P12, P15, P17). They preferred to approve actions



Privacy Perceptions of Custom GPTs by Users and CreatAwsthor’s version of the paper accepted for publication, CHI Conference on Human Factors in Computing Systems, 2025

on a case-by-case basis, requiring explicit permission each time a
GPT needed to interact with external services. Additionally, par-
ticipants kept a vigilant eye on whether the GPT’s actions aligned
logically with the context of their specific use cases, ensuring that
the interactions remained appropriate and trustworthy.

“There have been instances where I launched a custom
GPT that wasn’t built by me. I asked for something
relatively straightforward, and it immediately asked
me for some external website or something like that,
and because it didn’t match my expectation for that
particular tool, I would have just closed it.” - P3

5.4.3 UP3: Minimizing Traces of GPT Usage. Participants shared
that to minimize the risks associated with their personal informa-
tion, they adopted various actions to reduce their digital footprint
and manage how their data could be traced back to their personal
identity. These practices included compartmentalizing digital ac-
tivities, deleting conversation histories, and obfuscating sensitive
information.

Many participants described separating workspaces as a strategy
for minimizing traces of their GPT interactions (P2, P6, P10, P12,
P14, P17-18, P20-21). To protect their primary digital identity and
reduce the risk of data linking, participants isolated sensitive activi-
ties from their main accounts, often using separate email addresses
or creating dedicated wallets for GPT-related tasks.

Additionally, some participants reported deleting their conversa-
tion history after using GPTs (P1, P7, P11, P17, P19, P21-22). While
a few acknowledged that this practice served more as psychological
reassurance than a belief in actual data deletion. P12 explained:

“I'm not sure if it actually makes sense because actually
if I have talked with it, it’s like the history is already
there. Delete, it’s just for myself, I feel psychologically
safer, my data is not at least present in front of me.” -
P12

A small number of participants mentioned strategies to maintain
control over their digital traces, such as regularly asking what GPTs
“know” about them (P17) or disguising their digital identity by in-
tentionally adding irrelevant information after discussing sensitive
topics (P22). For example, P22 described that after consulting GPTs
about medical conditions, she would introduce unrelated topics
to dilute the context of the interaction, thinking it would prevent
specific details from being traced back to her.

5.4.4  UP4: Accepting Privacy Risks for Features. Apart from actively
preventing privacy risks, some participants shared that they viewed
GPTs usage as a tradeoff, choosing not to worry about privacy in
exchange for good services and often skipping privacy documents
altogether (P1, P3, P6-8, P15-16). As P7 put it, ‘T know that if I'm
using this kind of service, the data is going to be shared, and you are
playing a game so it’s fair” (P7). Some participants rationalized their
acceptance of privacy risks by comparing themselves to other users.

They justified their decisions by reasoning that “everyone does this”

(P1) or viewing themselves as “non-average users” who believed
they understood the implications of their actions (P3, P6). This
mindset was often tied to a conscious trade-off between privacy
and features. As P3 described,

“You know, as someone who experiments with a lot of
these tools [GPTs], I am generally speaking a tech enthu-
siast. I don’t have concerns because it’s very intentional
on my part. I am aware of what it is that I am giving
up and I am OK because of the expected return on using
the service.” - P3

For some participants, the acceptance of privacy risks also stemmed
from a belief that privacy was already a lost battle (P1-2, P4, P6-8,
P10-11,P15-16, P20, P23), as their personal information was already
widely shared beyond GPTs. They coped by accepting this reality
and choosing not to dwell on it.

For creator participants, sharing personal information was some-
times even seen as an advantage (P1-5, P7-8). They believed that
providing details like contact information through creator profiles
or GPTs they developed could serve as a form of self-promotion. P9
explained:

“T created my own GPT called Mike [pseudonym], that’s
my name. I uploaded my resume, and it’s a way to let
people interact with me. I put my top GPTs there. I say,
"You can explore my GPTs.” - P9

5.4.5 CP1: Knowledge Protection. In response to creators’ privacy
concerns that their knowledge base behind the creation of GPTs
might be compromised, some creators took active steps to address
these privacy issues. The most common strategies included setting
as private those GPTs that involved personal knowledge they did
not want to share, making them unavailable for public access (P3-9,
P11-14, P17). For example, P8 made GPTs related to Salesforce
usage publicly accessible, but set a GPT designed to write stories
about his family tree—containing personal information about his
family members—to private.

Additionally, P4 adjusted the settings by deactivating coding and
interpretation modes to safeguard his proprietary knowledge, while
P9 experimented with different prompts and fine-tuning the GPT to
ensure that end-users couldn’t extract his proprietary knowledge
as a creator.

“Someone would go in and they’d put in like, "Hey, what
are your instructions” and things like that. So what I did
was that I said, if anybody asks, "How were you made,
what did you do?" I would have it [the GPT] say, you
know, "Really? not creative enough to create your own
GPT?"[...] So I have at least three to four, or more like
seven sentences in each one of my GPTs that have that at
the very bottom to protect my GPT, my knowledge from
being stolen from it. You know ’cause, even though I
want people to use my GPTs, I don’t want them to know
my prompts, ‘cause that’s what makes them good.” - P9

5.4.6 CP2: Creating Privacy Notices for GPTs. Our creator partici-
pants expressed their concern for others’ privacy. When assisting
clients in creating GPTs, they involved their clients in the privacy
protection process and mutually agreed on the terms (P3, P4). Ad-
ditionally, they often created a demo GPT first, which was then
mirrored in the clients’ working environments to ensure alignment
with clients’ privacy expectations (P3).

For regular end-users, some creators mentioned that they were
not collecting any personal information from users (P3-9, P11,
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P13-14). Additionally, some creators noted that publishing a pri-
vacy notice was mandatory for GPTs involving actions outside
OpenAl services. However, they also highlighted a lack of support
in meeting this requirement, with some resorting to using privacy
notices from the third-party tools they utilized to create GPTs. For
example, P3 integrated his GPTs with a third-party plugin for mone-
tization and directly copied the boilerplate privacy policy provided
by the plugin, noting, “that is really in terms of what’s available”
(P3).

Another participant (P6) developed an action-based GPT de-
signed to provide game-strategy suggestions. He explained that he
only realized the need to create a privacy notice while developing
and encountering the requirement. Due to his limited experience
in drafting such documents and the challenges associated with re-
searching and understanding the process, he decided to generate
privacy notices directly using ChatGPT:

“Ididn’t even know that that was a requirement. I didn’t
know that that was a thing at all, but the process of
creating a GPT actually got me to creating a website,
and learning that is where I came across, "Oh, I have to
have a privacy policy." So I went online and I googled
what it was, and as I'm googling it I'm squinting my
eyes and going through all these search queries. I go,
"Oh, well, nice, ChatGPT," and then I asked it and it did
explain it to me very easily.” - P6

5.5 Role of the User-Creator Spectrum in
Shaping Privacy Perceptions

This section presents findings regarding the spectrum of roles and

its impact on privacy perceptions of GPTs.

5.5.1 Reflection with Different Perspectives Seems to Reduce Con-
cerns. Participants who were both users and creators of GPTs shared
that their dual roles enabled them to reflect with different perspec-
tives. Understanding the process of creating GPTs made them less
concerned about using ones created by others, as they knew that
creators could not access their data as users in basic GPTs (P2-3,
P5-6, P12, P14).

“If you’re a creator, normally I guess that it means that
you spend some time understanding what a GPT is
and how it works. Because it’s a feature that it’s more
oriented to, so to say, advanced users. [... ] But definitely
most users of these kinds of services don’t have the same
level of knowledge or even don’t have the very basic level
of knowledge required about data privacy to use them.
So there’s a concern. And there’s a difference.” - P2

However, when using GPTs created by others, they remained skep-
tical about the creators’ identities. P2 explained: T typically don’t
trust most of the people creating GPTs. It might seem contradictory,
but it’s the reality. I think that even if there’s not malicious intent in
a big percentage of the GPT publishers, there is some sort of spam in
them.” (P12)

Moreover, some participants shared that being a creator gave
them a sense of control, making them less worried, compared to
when they were in the user role. P12 commented:
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“T think like subconsciously as a user you feel you are
more like "I don’t know." As a creator, you kind of have
autonomy. You feel like because I'm creating the thing,
it feels like you have the autonomy and kind of you are
in charge of the whole thing. Although they are, on the
back end they are still OpenAL” - P12

5.5.2  Responsibility Seems to Increase Concerns and Uncertainty.
Our creator participants mentioned that being the author of GPTs
gave them a sense of responsibility, not only for their own privacy
but also for the privacy of their users (P10, P17). Engaging as users
of other GPTs also encouraged them to approach privacy more
thoughtfully in their own creations, as they recognized that end-
users would likely share similar concerns (P12, P13). As aresult, they
felt more concerned about privacy issues in their role as creators.

“I guess probably I'm thinking more about when I'm cre-
ating because I'm kind of like being responsible for other
people’s information and I just want to make sure it’s
safe and secure. So obviously I'm like kind of like mak-
ing sure every step is done to protect the information.” -
P10

Although responsibilities shape privacy perceptions, the blurred
line between different roles also created uncertainty among our
participants regarding the responsibilities that come with each role.
Some users believed that creators should be responsible for end-
users’ privacy (P3, P10, P17). However, some creators felt differently.
They saw themselves as users of OpenAI and believed that it was
OpenAT’s responsibility to protect both users’ and creators’ privacy
(P1-2, P5-6, P9, P16).

“I don’t have the feeling it’s my responsibility. I think
people are already aware of this, and it’s more OpenAI’s
responsibility. [...] And again, if 'm making money
with it, let’s say if I make good money with it or a
little money, whatever, then I feel it is my responsibility.
But right now, we’re not in that phase at all. It’s just a
freebie, right?” - P1

6 DISCUSSION

We discuss our findings in this section, focusing on how GPT usage
is shaped by participants’ general past experiences and predisposi-
tions (Section 6.1), the unique privacy challenges with GPTs (Sec-
tion 6.2), interpretations of the user-creator spectrum (Section 6.3),
and practical recommendations to enhance user privacy in GPTs
(Section 6.4).

6.1 Prior Experience and Predispositions Shape
GPT Usage

Participants’ privacy concerns and practices were shaped by their
broader privacy experiences prior to usage of GPTs. These expe-
riences shaped their mental models and evaluations of GPTs. In-
formed by prior experiences, participants formed an understanding
of norms regarding what is appropriate in specific contexts, echoing
the concept of contextual integrity [71]. They evaluated GPTs by
considering the creators, whether they were familiar services or
individual creators, and adjusted their expectations about privacy
and the appropriateness of external actions. When GPTs deviate
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from these expectations, such as by making action requests that
participants found misaligned with contextual norms, it led to a
breakdown of contextual integrity and raised concerns among par-
ticipants. Here, familiar services or well-known companies also
served as heuristic cues for participants when deciding to use a
GPT. These privacy associations, rooted in past experiences rather
than direct interaction with GPTs, illustrate the role of privacy
heuristics [3, 52], which have been recognized as a key factor in
people’s privacy decision-making processes across various online
platforms [33, 37, 101].

Moreover, some participants experienced privacy fatigue—feeling
overwhelmed and resigned to the inevitability of losing control over
personal data [25, 26]—independently of GPTs. This fatigue led to
a general indifference to privacy concerns, which also extended
to use of GPTs. This attitude can be interpreted through Lazarus’s
coping theory, which categorizes coping strategies into problem-
based and emotion-based approaches [58, 59]. When faced with
limited control over privacy, users may adopt emotional coping
strategies, adjusting their emotional responses rather than directly
taking active actions to mitigate privacy risks.

The acceptance of privacy risks in exchange for advanced fea-
tures also reflects the theory of privacy calculus, where individuals
weigh the potential benefits of technology against the risks of data
sharing [38, 54]. Our findings show that while some remain cau-
tious about adopting GPTs, particularly GPTs with actions, others
are notably adventurous in experimenting with new GPTs. An
intriguing aspect is how some participants justify their willing-
ness to engage with these GPTs by identifying themselves as “tech
enthusiasts” or “non-average users.” This self-perception appears
to normalize their risk-taking behavior, framing it as a kind of
personal mission to explore emerging products like GPTs. This
behavior reflects an evaluation of self-efficacy. Individuals who
perceive themselves as highly competent in technology usage and
privacy management may exhibit more risk-taking behaviors, a phe-
nomenon extensively discussed in privacy studies across various
technology contexts [22, 40].

6.2 Privacy Challenges with GPTs

We identified privacy concerns (UC1-UC4, CC1) and practices (UP1-
UP4, CP1-CP2) associated with GPT usage, several of which align
with behaviors also observed in prior studies of other media or AI
products. For example, self-censorship in GPT usage resembles user
behavior in other LLM conversational agents, where users control
and pseudonymize their input to mitigate risks [115]. Similarly, min-
imizing GPT usage traces, such as deleting chat histories, reflects
a common practice observed with other digital tools, such as web
browsers [17, 70]. However, some participants doubted whether
deleting chat history truly ensures data deletion, seeing it more
as psychological reassurance than an actual removal. In reality,
due to the challenges of reliably reversing the influence of data
integrated into trained models, machine unlearning remains an
unresolved issue [108, 111, 114]. While participants’ doubts about
deletion practices are reasonable, this highlights the critical need
for Al products to transparently communicate the actual impact of
such privacy practices.

The shared privacy challenges between GPTs and other Al prod-
ucts highlight two critical considerations: first, the need to promote
general Al literacy to help users better understand the capabili-
ties and limitations of Al systems; and second, the importance of
thoughtful product design that effectively communicates necessary
distinctions. With this foundation, we now focus on the specific
privacy challenges unique to GPTs.

Privacy Communication Mismatch and Mistrust Between GPT App
Users, Creators, and Platforms. Our findings reveal misunderstand-
ings between users and creators, such that many user participants
mistakenly believed that creators have access to their GPT inter-
actions in Scenario 1, which is not the case. Conversely, creator
participants were confused about their responsibilities, and attrib-
uted safeguarding the privacy of both users and creators on the
platform to OpenAlI. Therefore, users may place misdirected distrust
in creators, assuming they are responsible for privacy protections
they cannot provide. Despite the miscommunication between users
and creators, both groups expressed high trust in OpenAlI as the
platform provider to provide privacy protection for GPTs’ creation
and usage. However, this is outside OpenAlI’s policy [78, 84]. Such
misconceptions stem from the asymmetric distribution of infor-
mation between users, creators, and platform providers. These
misconceptions not only strain the relationship between users and
creators but may also weaken overall trust in the GPT ecosystem.
Trust is a critical factor that moderates privacy behaviors, such as
the decision to use certain services or disclose personal informa-
tion [47, 104]. The misplaced trust dynamic within GPT platforms
highlights a significant privacy concern and underscores the need
for clear communication to clarify roles, responsibilities, and data
processes.

GPT App-Enabled Precise Profiling and Third Parties. The special-
ization of GPTs in specific tasks is one of their greatest strengths,
enabling tailored applications that meet precise user needs. How-
ever, this specialization also raises significant privacy concerns. Par-
ticipants noted that while engaging deeply with task-specific GPTs,
they paid less attention to privacy risks, echoing prior findings
that users tend to overshare with human-like chatbots [44, 87, 105].
This oversharing is particularly concerning with GPTs, as their task-
specific focus allows for more detailed user profiling, increasing
the risks of targeted marketing and data misuse.

A related issue is the involvement of third parties, which ampli-
fies these risks. GPT integrations with tools like calendars, reserva-
tion systems, and other services streamline workflows but introduce
additional privacy vulnerabilities. Third parties may collect and
utilize detailed user profiles for commercial purposes, further com-
plicating consent dynamics. Beyond privacy issues that are similar
to what has been discussed in terms of LLM algorithms, such as data
opaque processing [60, 109] and unauthorized dissemination [21],
GPTs open new privacy gateways as data transitions between LLMs
and all other services.

Call for Regulatory Guidelines for GPT Apps. A concern specific
to GPTs is creators’ worries that their creations of GPTs can be
reverse-engineered through user prompts, yet they feel powerless
to prevent this. The only actions they can take are to set GPTs
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to private or spend extra effort in prompting their GPTs to safe-
guard their knowledge. This concern reflects an unresolved vulner-
ability with LLMs [64, 113]. Moreover, some participants reported
low-quality content in the GPT store, like spam, which was also
spotted in recent studies of the GPT store [42]. However, as our
participants added, there is a lack of mechanisms to report mali-
cious content. Given these unregulated and unsafe conditions, both
users and creators expressed expectations that platforms should
take responsibility for verifying GPTs and scrutinizing creators;
however, these expectations are misaligned with the actual plat-
form policies and terms [78, 84]. This disconnect causes hesitancy
among participants to fully adopt GPTs, especially ones created by
independent developers, thereby undermining innovation within
the platform ecosystem. Regulatory actions are needed from both
platform providers and governmental oversight bodies.

6.3 Benefits and Challenges of the Blurred
User-creator Spectrum

Our study highlights the fluid user-creator spectrum in relation to
GPT platforms, where individuals engage in roles ranging from ca-
sual experimentation to professional development. As needs evolve,
participants often adopt dual roles, simultaneously using and creat-
ing GPTs.

The dual role of being both a user and a creator allows individuals
to reflect from both perspectives when engaging with GPTs. This re-
flection enhances their understanding of how GPTs function on the
backend and provides a greater sense of control compared to being
solely end-users. Prior research has shown that more technically
advanced users tend to have a more sophisticated understanding of
system functionality [36, 49, 73]. Our study supports this finding
and further demonstrates that such understandings may alleviate
privacy concerns, particularly in scenarios where users are familiar
with the system’s operations. Traditionally, users and developers
have been studied as distinct groups. However, the blurred bound-
aries between users and creators in the GPT ecosystem highlight
the nuanced role of identity in shaping privacy perceptions, sug-
gesting a potential future direction for research that incorporates
role identity into the study of privacy.

Another aspect of the dual role is related to responsibility. Our
findings show that the role shift to being a creator gave participants
a heightened sense of responsibility, prompting them to account for
others’ privacy in addition to their own, and becoming more mind-
ful of privacy considerations when creating apps. These findings
highlight the potential benefits of involving users in the privacy
co-creation process, as this approach may not only enhance their
sense of responsibility as individual users but also foster account-
ability toward the broader community. This aligns with prior work
suggesting that bridging the gap between users and developers can
enhance collaboration in software development [46].

Moreover, among creators there are nuanced divides based on
levels of experience. As our findings show, some participants casu-
ally create GPTs, while professional creators build GPTs that gain
popularity. The low barrier to entry for creating GPTs stresses the
need to consider more granular divides of different types of user-
creators. This diversity introduces differences in how creators en-
gage with privacy and accountability. For example, studies suggest
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that hobbyist developers often view privacy policies as mere plat-
form requirements, whereas professional developers adopt a more
compliance-focused approach, emphasizing risk mitigation [94].
Clear responsibility is essential for fostering accountability. Ac-
countability, in turn, is crucial for encouraging developers’ commit-
ment and ensuring the delivery of high-quality software [30, 53].
Conversely, a lack of accountability may end up in unreliable GPTs.
As the GPT store rapidly expands, leading to a surge of unreliable
apps [45], it is important to establish responsibility and foster ac-
countability among creators to ensure the healthy development of
the ecosystem.

6.4 Recommendations

Our findings highlight the openness of GPT creation, such that
anyone can create a GPT, but also the need for a more regulated
platform. We propose several suggestions, including communicat-
ing data processes and responsibilities transparently to all users and
providing clear guidelines and resources to help creators develop
legitimate privacy policies.

Clarify Responsibility. In the OpenAl GPT store, there is no clear
distinction between users and creators; everyone holds the same
type of account, is considered a user by OpenAl, and is treated
uniformly. According to OpenAT’s processing addendum [78], both
users and creators are responsible for ensuring the security and
compliance of certain configurations, rather than relying solely on
OpenALl Similarly, OpenATI’s plugin policy [84] places the responsi-
bility for the privacy and security of API and plugin requests on
users. This uniform approach may further complicate the under-
standing of responsibility and compliance. Although the terms and
privacy policies apply equally to all users, we noticed differences in
how simple users and user-creators perceive responsibility. There-
fore, we suggest that the platform segment its users through a nu-
anced consideration of the entire user-creator spectrum, providing
targeted communication about their rights and responsibilities at
key points (e.g., during GPT creation). Enhancing the management
of these responsibilities would improve privacy within LLM-based
app ecosystems like GPTs.

Contextual Data Transparency. Confusion and unclear mental
models often arise across the user-creator spectrum, especially
regarding third-party data practices. Currently, GPTs alert users
with permission requests when an action is executed. While these
warnings help, they should better align with users’ mental models
to improve decision-making [69], and more educational messages or
risk feedback should be added to improve clarity, transparency, and
effectiveness [2]. To improve communication about data practices,
the elements of timing and modalities should be considered, as
suggested by the design spaces of privacy notices proposed by
Schaub et al. [92].

Privacy concerns and practices should be addressed at critical
moments, with more context-specific indicators integrated into
the interface. For instance, for GPTs without action capabilities, it
is important to clarify that chat information is not accessible by
the creator. In GPTs with action capabilities, notifications should
inform users of data collection before any action is taken, and
clear status updates should be provided during and after the action,
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including details such as connection duration and post-service login
status—areas that participants frequently found confusing.

Additionally, different modalities, such as visual elements, can be
integrated into the design of privacy notices. For instance, privacy
nutrition labels [50] have been suggested as an effective way to
provide clearer and more succinct information about data handling,
compared to traditional text-based policies [14]. Feedback mecha-
nisms, like safety barometers used in password settings [95], can
also help users better understand the consequences of their actions
and make more informed decisions [14].

In-house Privacy Guide. As a result of the low barrier to entry for
creating GPTs, many user-creators lack the expertise to implement
effective safeguards, potentially exposing both themselves and their
users to privacy risks, such as reusing or auto-generating privacy
notices that do not accurately reflect their services [45]. To address
this issue, we recommend that the platform integrate more effective
guideline tools to support user-creators. For example, an easily
accessible in-house GPT could allow users and creators to share
their concerns and receive relevant answers and feedback, rather
than having to navigate through lengthy documents. Notably, the
concept of privacy support through interactive dialogue is not new
and was proposed prior to the advent of GPT models [41]. With the
rise of LLM-based applications like GPTs, this approach becomes
more feasible and can be seamlessly integrated into systems to offer
on-the-go privacy guidance.

In summary, the recommendations outlined above aim to re-
duce anxiety [90] and mitigate privacy fatigue by reinforcing users’
sense of control and security [106]. Determining what qualifies
as sufficient privacy communication requires continuous interdis-
ciplinary dialogue between legal, technical, and design domains.
Efforts across and within these disciplines to clarify data practices
for OpenAl and similar providers are crucial to ensure transparent
and accessible privacy communication.

6.5 Limitations and Future Work

This work examines privacy perceptions of GPTs from both user and
creator perspectives, exploring how their roles shape their views.
While we gained valuable insights, some key questions remain
unanswered for future research. First, the study concentrated on
OpenAT’s GPTs service because of its extensive user base and wide-
spread popularity (over three million custom GPTs [83]). Although
one of our participants with experience on other platforms ex-
pressed similar privacy concerns regarding OpenAI GPTs and other
platforms, further investigation is warranted to evaluate whether
these privacy perceptions extend to other platforms with differ-
ent creation styles or user demographics. Second, our qualitative
study was conducted with a small sample of participants. Recruit-
ing a larger and more diverse sample would likely provide broader
insights and enrich our findings. The growing ease of creating LLM-
based apps such as GPTs presents new opportunities for future
research. This includes exploring how different services can be inte-
grated with LLM apps and their impact on privacy. We recommend
that future research build on our findings and improve the design
and regulation of GPTs and similar platforms.

7 CONCLUSIONS

This paper explores privacy perceptions in GPTs (custom LLM apps
on the OpenAl platform) from both user and creator perspectives
through semi-structured interviews (N=23). Our study indicates
that GPT users and creators represent a spectrum of experiences and
motivations, ranging from casual experimentation for personal use
to professional GPT creation for organizational purposes or gaining
public recognition. Many people assumed dual roles, creating GPTs
for others while also using their own. Among the users, those
without creation experience often lacked a clear understanding of
GPT data flows.

Examining privacy concerns and practices from both users’ and
creators’ perspectives, our study highlights common privacy is-
sues related to data handling during collection, processing, and
dissemination, particularly when third parties are involved. Users
also raised concerns about the absence of regulatory guidelines. In
response, users adopted privacy practices such as self-censoring
input, assessing GPT trustworthiness, and minimizing digital traces,
while some saw GPT usage as a privacy trade-off. Creators had spe-
cific concerns about intellectual property being compromised and
actively safeguarded their creation knowledge by adjusting settings
or using prompts. In reflection on different roles, responsibilities
and expertise emerged as key factors shaping privacy perceptions
across the user-creator spectrum.

To enhance privacy practices, we recommend improving trans-
parency, clarifying responsibilities, and fostering responsible GPT
design. These insights will contribute to better regulation of emerg-
ing applications and support ethical development of GPTs and
similar platforms.
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