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Abstract—Several moving target defenses (MTDs) to counter adversarial ML attacks have been proposed in recent years. MTDs claim
to increase the difficulty for the attacker in conducting attacks by regularly changing certain elements of the defense, such as cycling
through configurations. To examine these claims, we study for the first time the effectiveness of several recent MTDs for adversarial ML
attacks applied to the malware detection domain. Under different threat models, we show that novel transferability and query attack
strategies can increase the evasion rate by 50+% against these defenses across Android and Windows, with 90+% evasion rate in
some cases. We also show that fingerprinting and reconnaissance are possible and demonstrate how attackers may obtain critical
defense hyperparameters as well as information about how predictions are produced. Based on our findings, we present key
recommendations for future work on the development of effective MTDs for adversarial attacks in ML-based malware detection.
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1 INTRODUCTION

L models offer undeniable advantages in several do-
mains [1], [2], including malware detection, where
they can classify benign and malicious executables. How-
ever, ML models are vulnerable to adversarial attacks [3],
[4], [5], which exploit the faults of ML algorithms to exert
control over predictions. In particular, evasion attacks are per-
formed by generating an adversarial example that crosses
the decision boundary to evade the classifier [3]], [4], where
an attacker can have a malware sample predicted as benign
[6]. Thus, defenses are needed to counter such attacks.
Recent work has proposed several feature-based, gradient-
based, and randomization-based defenses (e.g., [3], [6], [7],
[81, [0, [10], [11], [12], [13]])). However, several been proven
ineffective for dealing with adversarial attacks recently [14],
[15], including in the malware detection domain [16].
Recently, moving target defenses (MTDs) have been
proposed as a remedy [12], [17], [18], [19], [20], [21]. MTDs
use several ML models (rather than a single model) in a
specific manner to defend against adversarial attacks. They
aim to make attackers less effective at reconnaissance and
targeted attacks by regularly moving the defense (e.g., con-
stituent models, how predictions are produced) [21]. MTDs
belong to the family of ensemble defenses, which aim to
outperform single models in terms of robustness, increased
complexity for the attacker, variance reduction, prediction
accuracy, and generalization [22]. Therefore, several MTDs
for adversarial ML have been proposed, using techniques
such as increasing the heterogeneity of constituent mod-
els, diversity training of constituent models, dynamically
regenerating the models, query-limiting, and strategically
choosing models [12], [17], [18], [19], 201, [23], [24], [25].
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However, prior to our work, the performance of MTDs
against adversarial ML attacks under different threat models
has not been evaluated, nor compared with each other, nor
extensively compared with other defenses. It is important
to assess whether MTDs may be a line worth investigating
further to remedy adversarial ML attacks, and if so, which
strategies and ways to design MTDs seem more effective.

In this paper, we present the first evaluation of several
recent MTDs applied to the ML-based malware detection
domain. To conduct this evaluation, we use transferability
and query attack strategies from prior work as well as novel
ones that we propose to maximize the evasion of MTDs.
Additionally, we offer methods to conduct fingerprinting
and reconnaissance to increase the understanding of how
the target MTD works to enhance attacks, with minimal
knowledge about it initially. Based on our evaluation, we of-
fer recommendations for developing effective future MTDs.
The main contributions of our work are:

1) We conduct the first evaluation of several MTDs to de-
fend against adversarial ML attacks applied to the malware
detection domain. Across Android and Windows, we show
that the MTDs can be evaded with minimal information.

2) We examine the performance of MTDs using existing
transferability and query attack strategies as well as novel
improvements to these strategies for maximizing the eva-
sion of MTDs. Our novel strategies increase the evasion rate
by up to 50% versus prior attack strategies.

3) We show that it may be possible to fingerprint and
recognize MTDs with a set of initial techniques that allow
us to discover the predictive nature of the MTDs studied
and, in some cases, some of their critical hyperparameters.

4) Informed by the evidence produced in our evaluation,
we derive key insights and make crucial recommendations
to help design more effective MTDs against adversarial ML.

The paper is organized as follows. Sections [2[ and
provide the background and threat models considered. Sec-



tion [4] details the attack strategies used. Section [f] details
the experimental setting. Sections report our results.
Section [10]synthesizes our findings and offers recommenda-
tions for building MTDs based on them. Section[I1]discusses
related work, and we conclude in Section

2 BACKGROUND

ML-based Malware Detection offers several advantages
over signature-based detection methods, such as rapid as-
similation of large datasets and the ability to generalize
to unknown threats [5]. Typically, deep neural networks
(DNNSs) are trained on binary feature vectors representing
benign (i.e., goodware) and malware software executables. For
developing software representations that can be fed into
ML models, feature extraction parses an executable into a
binary feature vector. The quality of ML models depends
on the features used during training [5], [26], [27]. However,
adversarial ML has increased the attack surface [3].
Adversarial ML. Our work concerns a type of adversarial
ML attack called evasion attacks, where an attacker per-
turbs the features of an input sample to obtain a specific
prediction from the model [28], meaning that a malware
sample is predicted as benign. An adversarial example is
a perturbed version of the feature vector representing the
executable. Even if the attacker does not have direct access
to the target model, an attack can still be performed. Due
to transferability, adversarial examples developed for one
model may evade other models because of weaknesses
shared by classifiers [3]. In a transferability attack, the attacker
relies on the transferability property of adversarial examples
to hold between the target model and a substitute model,
which is an estimation of the target model for which a
single DNN is commonly used [4], [5], [29]. Meanwhile,
query attacks do not use substitute models [29], [30], [31],
[32], [33]], [34], [35], [36] but instead generate adversarial
examples by iteratively perturbing a malware sample based
on queries to the target model. In other domains, techniques
for this include gradient and decision boundary estimation
[29], [31]], [33]. However, these techniques do not cater to
the constraints of the malware detection domain regard-
ing discrete features or functionality preservation. Instead,
software transplantation-based approaches [32], [35], [37]] can be
used for query attacks. This involves perturbing a malware
sample with benign “donor” features.

Defenses Against Adversarial ML. Numerous defensive
approaches for adversarial ML attacks have been proposed.
These include gradient-based [7], [8]], feature-based [9], [10]
and randomization-based [11]], [12] approaches, as well as
techniques like (ensemble) adversarial training [3], [8]. Most
approaches are typically single-model defenses, where one
model is made robust [24]. However, several recent surveys
[[14], [15], [16] have found these defenses to be ineffective.
Moving Target Defenses (MTDs) have been deployed in
different security areas [21], [38], [39], [40], [41], [42] and
applied in various fields, such as industrial control sys-
tems [43], network intrusion detection systems [44], [45],
distributed systems [46], web applications [47], and cloud
security [48]. MTDs regularly change their configuration
and move system components to increase uncertainty and
make it more difficult to understand their behavior [21].
MTDs Against Adversarial ML Attacks. MTDs have
been proposed to defend against adversarial ML attacks
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[12]], 1171, [18], [19], [20], [21], [49], [50], [51] by using sev-
eral ML models in a specific manner to produce a prediction.
In this setting, MTDs claim to boost prediction accuracy, ro-
bustness, generalization, and to reduce variance compared
with other defenses through techniques that “move” the
defense’s configuration. Techniques include model regen-
eration [19], [20], game-theoretic movement strategies [12],
[17], [50], using adversarially-trained student models with
different model selections [18], [19] and combinatorially-
boosted ensembles [51]. Within the context of adversarial
ML, MTDs can be categorized as either dynamic or hybrid.
For an input sample X, a dynamic MTD may return the
prediction y at first, before returning the prediction ¥’ later,
such that y # y'. Meanwhile, a hybrid MTD continues to
return the same prediction y until a specific condition is
reached, causing it to alter itself (e.g., regenerating models
if a query budget is reached). Then, the prediction for X
may be y' such that y # y'. Contrarily, other ensemble
defenses (such as voting [52]) are static, where the same
prediction for an input is returned. The non-static predictive
nature of MTDs introduces yet another layer of complexity
for attackers that is absent in other defenses.

Novelty & Contributions. While prior work has shown the
ineffectiveness of single-model defenses for adversarial ML
[15], [16], (28], [52], 53], [54], MTDs for adversarial ML
have not been widely evaluated, nor compared with each
other, nor extensively compared with other defenses. It is
essential to determine if MTDs are a worthwhile research
direction to protect against adversarial ML attacks and, if so,
which approaches for designing MTDs appear more effec-
tive. Therefore, in this paper, we present the first evaluation
of several MTDs using a range of attacks and threat models.

3 THREAT MODEL
In our work, attackers aim to evade a feature-based ML

model to have malware samples predicted as benign.
Target Model. The target model is an MTD consisting of
several ML models. This MTD system could be considered
as part of an AV software on a host, or acting as a defense at
a network entry point, which exists in order to detect mal-
ware. To train these ML models, software executables are
represented as binary feature vectors based on raw extracted
features as shown in Figure [T} Following prior work on ML-
based malware detection [32], [55], [56], the features we
use include the libraries, API calls, permissions, or network
addresses used, among others, which are provided by the
datasets we use, detailed in Section [5} With the features
1...M, a vector X can be constructed for each input sample
such that X € {0,1}™. Here, X; = 1 or X; = 0 indicates
the presence or absence of feature i respectively. The feature
vectors and their associated class labels are used to train the
constituent binary classification models.

g
Extraction

Input .

Executable Xm

Class labels .‘ .
(benign (0) or -==-==-s=msemnnne
malicious (1))
Fig. 1: Overview of a malware detection classifier.
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uses the constituent models in a specific manner to return a
prediction. For example, an MTD may produce a probability
distribution to move between (i.e., choose), the constituent
models [12]. O only returns the prediction to limit the
understanding of its behavior.

Attacker’s Goal. The attacker’s goal is to generate an adver-
sarial example X’ to evade O. Suppose O: X € {0,1}™ and
we have some function check() to check the functionality of
an input sample. This goal can then be summarized as:

check(X) = check(X'); O(X) =1;0(X")=0 (1)
That is, the adversarial example X’ must retain original
malicious functionality from malware sample X but result
in a benign prediction from O. For predictions, 1 represents
the malware class and 0 the benign class.
Attacker Capabilities & Knowledge. We model two types
of attackers with different levels of knowledge, as com-
monly featured in prior work [28]], [33], [57]. Neither at-
tacker knows that the target model is an MTD. The limited-
knowledge gray-box attacker has access to the same train-
ing data as the target model and has knowledge of the
representation of the features across the dataset. However,
they have no knowledge of the parameters, configurations,
or constituent models of the target model. This scenario
represents when sensitive model information may have
been leaked. Therefore, for transferability attacks (see “Ad-
versarial ML” in Section[2), they train substitute models
using the training data and attack them with the aim of
generating adversarial examples that transfer to the oracle
[3], [4], [57]. To conduct query attacks, the gray-box attacker
uses their knowledge of the features to apply suitable per-
turbations using a software transplantation-based approach
in a heuristically-driven manner. In contrast, the black-box
attacker can only observe the predicted outputs for their
queries. They have no knowledge about the target system
but have some information pertaining to the kind of feature
extraction performed (e.g., the static analysis that a malware
detection classifier may consider). Therefore, they conduct a
transferability attack which analogous to a chosen-plaintext
attack as described in prior literature [6]]. This is achieved by
querying the oracle sufficiently to train a substitute model,
which is an estimation of the oracle, and then attacking it
to generate adversarial examples that transfer to the oracle
[31, 4], [57] (unlike the gray-box attacker, who can use
the training data). For query attacks, the black-box attacker
also uses a transplantation-based approach but without any
extra information to guide the attack [32], [35].

4 ATTACK STRATEGIES
In this section, we present the attack strategies used to eval-
uate MTDs under the threat model described previously.

4.1 Transferability Attacks

In transferability attacks, attackers construct substitute mod-
els that are approximations of the oracle. Adversarial
examples are then generated for these substitute mod-
els, in anticipation that they will transfer to the oracle
[31, 141, 150, 1291, [53], [54], [58]. To evaluate MTDs against
transferability attacks, we use practical strategies from prior
work as well as our own. Attack strategies from prior work
are included as baselines and to show MTDs’ performance
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with already existing, general strategies that are not tailored
to MTDs. These include the Single DNN strategy [4], where
a single DNN is used as the substitute model [4], [5], [29],
as well as the Ensemble DNN strategy [58], where several
DNNs are used as the substitute models.

Additionally, we propose a novel attack strategy that
specifically considers that the target model may be an MTD.
This is akin to an attacker conducting a SQLi attack against
a server, just in case the attack succeeds, even if the target
application is not using a SQL database. For this, we present
two main improvements on previous strategies. First, our
transferability attack strategy utilizes an ensemble of diverse
substitute models (including different ML families). Second,
as a novel technique to increase attack success against
MTDs, our attack strategy aims to maximize the trans-
ferability of adversarial examples across substitute models
prior to evaluating them on the oracle by checking trans-
ferability across (part of) the substitute models constructed.
We include these two additions because MTDs may change
the model used for predictions dynamically, and so ensuring
a degree of transferability of adversarial examples between
substitute models maximizes success on the oracle, as we
confirm later on experimentally.

1. Train set of substitute models X
using training data

2. Use attack against substitute model o with
malware sample X to generate adversarial
example X'

Y

3. Apply functionality preservation | |,
to X' B

Success

Fig. 2: Overview of our transferability attack strategy.

Figure [2| summarizes the key steps of our transferability

attack strategy, with each step described in detail next:
Step 1) Developing Substitute Models. The aim here is
to train substitute models that are an estimation of O (the
oracle). It is well-established that a model can be evaded by
utilizing different model architectures and a dataset inde-
pendent of it [3]. As detailed in Section [5} we particularly
favor an ensemble of substitute models as diverse as pos-
sible to increase the chances of finding highly-transferable
adversarial examples that will transfer to the oracle.

For each attacker, the procedure for constructing the sub-
stitute models differs due to their capabilities. The black-box
attacker has no capabilities beyond observing the predictions
for their queries. Therefore, under this scenario, we develop
a synthetic dataset (A) that is an estimation of the input-
output relations of the oracle. To develop A, we use a set
Birqin (containing benign and malware input samples) and
query O with each input sample X € Bi,qin, recording the
prediction. For example, if O(X) = 0, then the input-output
relation X +— 0 is stored in A. A is then used to train the
ensemble of diverse substitute models (X) for our attack
strategy. This provides white-box access to models that are
an estimation of the oracle. For the other attack strategies
that we test (that is, the Single DNN [4] and Ensemble DNN
[58] strategies), A is used to train the substitute model(s)
according to their procedures. Prior work in other domains



has suggested that substitute models require a large training
dataset [4] and, while unrealistic, an attacker could create
a replica of the oracle with infinite queries. However, we
show later that a high evasion rate can be achieved with a
small set of input samples (i.e., | Btrqin| < 100). With fewer
queries to the oracle, an attacker can remain stealthier, with
lower chances of their behavior being detected [30], [59].
Conversely, the gray-box attacker has access to the training
data of the defense. Therefore, we train an ensemble of
diverse substitute models (X) using the available training
data. The advantage is that no queries to the oracle are
necessary, reducing the time cost and the risk of adversarial
behavior being detected. However, as we demonstrate later
in Section [/} using the training data of the target models may
not always lead to the best attack performance. Because they
are based on direct queries to each oracle, the substitute
models developed by the black-box attacker may reflect
their characteristics and behavior better. Also, given that the
gray-box attacker has knowledge of the dataset, an alterna-
tive technique is to use universal adversarial perturbations
(UAPs) [60], [61]. With UAPs, the same sets of perturbations
are reused and applied to several malware samples to
generate adversarial examples. However, we show later in
Section [7| that this attack approach is less successful.
Step 2) Generating an Adversarial Example. As usual in all
transferability attacks, once the substitute models have been
constructed, we have full access to them. Then, we can use
an attack against a substitute model with existing white-box
attacks from the literature to generate an adversarial exam-
ple X’ from a malware sample X (e.g., FGSM [54], JSMA
[53]— see Section | for the full list of white-box attacks used
in the evaluation). The idea is that this adversarial example
is likely to transfer to the target model (the oracle).
Step 3) Applying Functionality Preservation. We then val-
idate the perturbations that have been used to generate X'.
This is done in order to preserve the original functionality
of X within the feature space as a lower bound, which
is essential in this domain. Otherwise, one may have an
adversarial example that evades the oracle but has lost
its functionality. In this process, any invalid perturbations
found are reverted to their original values. Note that the
perturbations that are valid or invalid and the way in which
functionality preservation works in practice depend on the
particular target platform for the malware. We detail valid
and invalid perturbations for each of the cases we explore
in the evaluation (Android and Windows) later in Section
Step 4) Transferability Across Substitutes & Evaluation.
We then ensure that the adversarial example X" still evades
the substitute model used to build it, as the process for
validating the perturbations may have reversed some per-
turbations used to cross the decision boundary. If so, after
this, we include a crucial new step where we look at how
successful X' is in evading the other substitute models (i.e.,
a local transferability check is performed before actually
testing X’ on the oracle O). As the attack success relies on
the transferability property holding between X and O, our
hypothesis is that adversarial examples that transfer better
across all o in the ensemble of substitute models 3 are more
likely to evade O. For this, we check whether X' transfers
across a proportion of substitute models (0;) before testing
it on O. For example, ©; = 0.75 means that X’ must evade
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75% of substitute models. If X’ adequately transfers across
the substitute models and then evades O, it is counted as a
success, whereas a failure is when O is not evaded by X".

4.2 Query Attacks

Query attacks generate adversarial examples by iteratively
perturbing an input sample [29], [30], [31], [32], [33], [34],
[36], rather than using substitute models. Most query at-
tacks, however, are designed for the image recognition do-
main and therefore perturb features continuously, meaning
they are less effective in our domain due to its constraints,
such as discrete features and functionality preservation. For
example, as explained in [32], a feature for an API call
(e.g., WriteFile()) cannot be perturbed continuously (e.g.,
WriteFile() + 0.001). For this, an entirely new feature is
required, offering the same functionality.

To overcome these problems, we can use software
transplantation-based approaches. This means that features
from benign samples are used to perturb a malware sample
(e.g., a feature is added to a malware sample), which can
be conducted in a scenario with less [32], [37] or more [35]
information about the target model. Overall, this allows
malware samples to cross the decision boundary of the
oracle while catering to the constraints of this domain. When
conducting this attack, limiting the number of queries to
the oracle is critical, as adversarial behavior can be detected
when analyzing queries for abnormalities [30]. Moreover,
some MTDs use query budgets, which may hinder the
construction of adversarial examples. Hence, we use the
parameter 7,4, to govern the maximum number of allowed
queries. We offer two approaches for performing query
attacks in black-box and gray-box scenarios.

Black-box Query Attack. Under the black-box scenario, the
attacker has no knowledge of the target model besides the
predicted output. This means that the attack is conducted
in a non-heuristic manner, where randomly-chosen fea-
tures are perturbed accordingly. Our black-box query attack
strategy is inspired by Rosenberg et al.’s [32]. However,
our threat model considers less information about the target
model under the black-box condition. We assume no access
to prediction confidence scores or usage of sliding windows,
so we use a modified version of their decision-based attack
without these assumptions. Furthermore, if allowed by the
dataset (see Section [5), our black-box attack strategy makes
use of both feature addition and feature removal to increase
the possible avenues for evasion. In our black-box query
attack, a malware sample X is perturbed using features
from a set of benign donor samples () to generate an adver-
sarial example X’ using a transplantation-based approach.
However, this is performed in a non-heuristic manner be-
cause of this attacker’s weaker capabilities. This means that
the feature to perturb during each iteration of the attack is
chosen randomly, which can be added to (0 to 1) or removed
from (1 to 0) the feature vector (as permitted by the dataset).
Feature removal can be performed when features absent in
a benign sample (but perhaps functionally insignificant in
X)) are removed to cross the decision boundary. The attack
process takes constraints regarding functionality preserva-
tion into consideration by only making perturbations that
are allowed (see Section later). The transplantation of the
features continues until O is evaded, n,,., is reached, or



the possible features of the benign sample are exhausted (in
which case another benign sample may be used).

Gray-box Query Attack. The gray-box attacker has in-
creased knowledge about the target model, allowing them
to conduct potentially more effective attacks. That is, since
this attacker has access to the training data and knowledge
of the statistical representation of the features across the
dataset, features can be added to a malware sample in a
heuristically-driven manner (as opposed to randomly per
the black-box query attack strategy). The gray-box attack
strategy perturbs those features in a malware sample X,
which appear more frequently in benign samples. This
promotes traversal of the decision boundary in a superior
manner to the random approach adopted by the black-
box attacker. We show later that this significantly increases
attack success and reduces queries to the oracle.

Hence, as per Figure [3| from the data available to the
attacker, features from benign samples are first sorted by
their frequency into a vector 5. This vector can be reused
whenever the attack is conducted. Then, using a malware
sample X, the next feature from §'that preserves the original
functionality of X is added to generate X', (rather than a
randomly-chosen feature per the black-box strategy). Recall
from before that only certain perturbations for each target
platform will preserve the functionality of the malware
sample (platform-specific details of valid perturbations in
Section . As before, perturbations are validated for func-
tionality preservation before being tested on O. The trans-
plantation of features continues until the generated adver-
sarial example X' evades O, 1,44 is reached, or the possible
features are exhausted.

Preliminary step

« | 2. Create a vector s that contains all
7| features ordered by their frequency

1. Sort features from benign samples by
their frequency across all benign samples

The vector s can be reused whenever the attack is conducted.

Attack step

Using a malware sample X, add features in the order of vectors to generate an
adversarial example X' until attack success or failure

o]
>
.

OX)=1 &,
1,4, DOt reached &,

s not exhausted

Add to X" the next feature from
— Lo
s that preserves functionality

Succcs

Fig. 3: Overview of our gray-box query attack strategy.

5 EXPERIMENTAL SETUP

Datasets. In many security applications, sampling from the
true distribution is challenging and sometimes impossi-
ble [62], [63]. Particularly, the number of publicly-available,
up-to-date datasets in our domain is a well-known prob-
lem, which limits the remits and conclusions of academic
work in this domain [62], [63]. To partially mitigate this,
we use three datasets that cover different platforms and
collection methods that have been used previously (e.g.,
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[35]], [55], [611, [64], [65], [66], [67], [68]): DREBIN for An-
droid malware [69], SLEIPNIR for Windows malware [27],
and AndroZoo for Android malware [70].

DREBIN has 123,453 benign samples and 5,560 malware
samples, based on extracted static features. Hence, we use
5,560 samples from each class (benign and malware). SLEIP-
NIR consists of 19,696 benign samples and 34,994 malware
samples. The features of this dataset are derived from Win-
dows API calls in PE files parsed by the LIEF library [71]
into a vector representation. SLEIPNIR is used to represent
Windows out of simplicity, with a convenient binary feature-
space, enabling a clearer comparison between the Android
and Windows datasets as our work is in the feature-space.
To keep the dataset balanced, we use 19,696 samples from
each class. AndroZoo [70] is a large-scale dataset with
timestamped Android apps from between January 2017
and December 2018. This dataset offers apps from different
stores and markets, with VirusTotal summary reports for
each. Similar to prior work [35], [68], [72], we consider an
app malicious if it has 4 or more VirusTotal detections,
and benign if it has 0 VirusTotal detections (with apps
that have 1-3 detections discarded). Thus, the final dataset
contains ~ 150K recent applications, with 135,859 benign
apps and 15,778 malicious apps. We use 15,778 samples from
each class (benign and malware). As in recent publications

[55], [73], and for completeness, we use a large number of
features for each dataset, i.e., 58,975 for DREBIN, 22,761 for
SLEIPNIR, and 10,000 for AndroZoo. Note, however, that
we provide an experiment in Appendix [D] with far fewer
features for some datasets (500 features), suggesting that the
number of features does not play a role in the results.

The datasets are split randomly for each class according
to the Pareto principle, with an 80:20 ratio for training and
test sets. Subsequently, using the same ratio, this training
set is further partitioned into the final training and vali-
dation sets for constructing the models and defenses we
evaluate. Effectively, this produces the 64:16:20 split that has
been commonly used before (e.g., [74], [75]). The validation
set is used to tune the models during development. The
remaining test set is used in the attacks and is further
split into training, validation, and the final test set. The
training set here is used in the black-box transferability
attack and corresponds to Bi,qirn, which is used to obtain the
input-output relations of O for developing A. For DREBIN,
| Birain| = 1423. As SLEIPNIR and AndroZoo are larger, we
perform additional splits to reduce |Byqin | to 1513 and 1494
respectively. Meanwhile, the malware samples in the final
test set are the input samples for transferability and query
attacks. For DREBIN, SLEIPNIR, and AndroZoo, there are
229, 230 and 234 such samples respectively.

We consider established guidelines for conducting mal-
ware experiments [76]. For example, as the models in our
evaluation decide whether an input sample is benign or
malicious, retaining benign samples in the datasets is neces-
sary. This also means that we do not need to strictly balance
datasets over malware families. Instead, we balance datasets
across the positive and negative classes, and randomly select
unique samples from each class to appear in the training and
test sets (without any chance of repetition) [5], [16], [27].
Moving Target Defenses. We evaluate four MTDs that
are configured to provide maximal robustness using the



parameters suggested in their original papers. As we show in
the next subsection, these MTDs offer sound performance
in non-adversarial conditions for malware detection, so
they are adequate for use in this domain. That is, these
MTDs are domain-agnostic. We present the configuration
for each defense in Appendix[A] DeepMTD is a hybrid
MTD [20]. n student models are generated by perturbing
weights of a base DNN, with w controlling the amount
of perturbations. To make a prediction, if more than T
x 100% of the outputs from the student models are the
same, the input sample is considered non-adversarial (and
the majority class is the final prediction). Otherwise, it is
classified as adversarial. To keep the system “moving”, new
models are generated when the system is idle. Morphence
is a hybrid MTD [19]. It generates n student models from a
base model by shuffling weights randomly. Then, p student
models are adversarially-trained (where p < n). For a user’s
query, the prediction of the most confident student model is
returned. Morphence uses a query budget; student models
are regenerated if the number of queries exceeds Qmqz-
MTDeep [12] is a dynamic MTD. This defense models the
interactions between attackers and defenders as a Bayesian
Stackelberg game to produce a strategy vector to choose
models at prediction-time based on attack intensity. The
resulting strategy can be pure (where only a single model
is chosen) or mixed (where one of several models can be
chosen). StratDef [17] is a dynamic MTD that provides a
framework to systematically construct, select, and strategize
a set of models. It gives particular consideration to the
heterogeneity of its constituent models to minimize trans-
ferability, and it uses different optimizers to choose the best
strategy for selecting a model at prediction time.
Performance of MTDs in Non-adversarial Conditions.
Some MTDs in this paper have not been applied to the
malware detection domain and instead have been first ap-
plied in the image recognition domain. However, similar
to defenses such as adversarial training (which was first
applied to images and then to malware detection [55]),
MTDs can operate effectively across a range of domains. As
we show in Figure[d] the MTDs that we choose to evaluate
offer sound predictions (90+% accuracy) on test sets in the
malware detection domain, thereby showcasing their ability
to work well in this domain too. DeepMTD seems to offer
moderate performance considering AUC, but we still choose
to include it in the evaluation just in case this is a result of
the mechanism used against adversarial ML attacks, so we
can compare it with other MTDs.
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Fig. 4: Malware detection performance of evaluated MTDs.

Other Evaluated Defenses. As MTDs are a type of en-
semble defense — that utilize several models — we com-
pare their performance with other types of defenses that
use ensembles (in some manner) as baselines. Voting is a
static ensemble defense that has previously been applied to
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malware detection [52], [77]. Multiple models are involved
in making the prediction, which is determined by majority
or veto voting. In majority voting, each constituent model
makes a prediction, and the class with the most predic-
tions is returned. In veto voting, if any constituent model
returns a “malware” prediction, the entire system returns
this prediction. Ensemble adversarial training is a defense
that trains a single model by using adversarial examples
for other models [8]. The adversarially-trained model is
then used to produce predictions. We use an adversarially-
trained neural network (NN-AT) that is constructed using
the training data described previously. Then, it is boosted
by training with a quantity of adversarial examples that
is 25% of the size of the training data, which is a sizeable
amount to promote high adversarial robustness. Using a
set of vanilla models (see Appendix[B), we generate ad-
versarial examples by applying a range of attacks (listed
in the following section) and conducting the functionality
preservation procedure (described later). A proportion of
these adversarial examples are then used for adversarially-
training the neural network model (NN-AT).

Substitute Models (Transferability Attack). For our trans-
ferability attack (Section , we use an ensemble of diverse
substitute models to maximize evasion. With minimal tun-
ing of hyperparameters to demonstrate the simplicity of
our attack strategy, we construct four substitute models: a
decision tree (DT), a neural network (NN), a random forest
(RF) and a support vector machine (SVM) — see Appendix|B|
for architectures. We use the scikit-learn [78]], Keras [79] and
Tensorflow [80] libraries for training. We use ©; = 0.75 to
ensure that an adversarial example evades the majority of
substitute models before testing it on the oracle. We also
test other values in Sections |l and [

Generating Adversarial Examples. For the transferability
attack (Section [4.1), we generate adversarial examples for
substitute models using a variety of attacks: the Basic Itera-
tive Method [81], Decision Tree attack [59|, Fast Gradient
Sign Method [54], Jacobian Saliency Map Approach [53]
and SVM attack [59]. These attacks produce continuous fea-
ture vectors and do not consider functionality preservation.
Therefore, after applying these attacks, we round the values
in the generated continuous feature vectors to produce dis-
crete feature vectors, representing the presence or absence of
a feature (e.g., usage of a particular library). For example, if
an attack changes the value of a particular feature to < 0.5,
it is set to 0 in the feature vector; meanwhile, if the value is
> 0.5, it is set to 1 in the feature vector. We then check for
invalid perturbations to preserve functionality within the
feature-space. Only after invalid perturbations are reverted
does an adversarial example proceed further in the attack
pipeline according to the attack strategy.

For the query attack (Section [.2), we apply the attack
strategies under the black-box and gray-box scenarios. In
both scenarios, a malware sample is perturbed by trans-
planting features from benign samples [32], [35], [37]. For
example, if a particular feature is enabled in benign samples
(i.e., its value is 1 in the feature vectors), it is added to the
malware sample (changed from 0 to 1 in the feature vector
for the malware sample) in order to move closer to crossing
the decision boundary. The difference between the black-box
and gray-box attack strategies lies in the choice of which



features to perturb first. The gray-box attacker perturbs :

features based on their frequency in benign samples based
on their knowledge of the dataset. Meanwhile, the black-box
attacker chooses which features to perturb randomly, as in
[32], as no further information is available.

In both transferability and query attacks, the permitted
(valid) perturbations (either feature addition or removal) for
each dataset are determined by consulting with industry
documentation, previous work [27], [35], [56], [61], and the
feature representation for each dataset. DREBIN and An-
droZoo allow for both feature addition and removal [56],
[82] — see Appendix|C] for a summary of the allowed per-
turbations. In contrast, due to the encapsulation by LIEF’s
feature extraction process when developing the dataset, we
can only perform feature addition on SLEIPNIR. This results
in a more constrained attack surface for SLEIPNIR, as there
is a greater restriction on the perturbations that can be
applied, leading to, as we will see later on, less effective
attacks. The procedure we use offers a lower bound of func-
tionality preservation within the feature-space, similar to
prior work [55], [56]], [83]]. While we remain in the feature-
space, the perturbations we perform could be translated to
the problem-space as well. For example, feature addition
could be achieved by adding dead-code or by using opaque
predicates [84]. Feature removal — which is more complex
but still achievable — could be performed by rewriting the
dexcode, encrypting API calls and network addresses (e.g.,
removing the features but retaining functionality).
Evaluation Metrics. We use several metrics in our work,
similar to previous work [4]. The evasion rate is defined as
the number of adversarial examples that evade the oracle
over the number of adversarial examples that evade the sub-
stitute models. Furthermore, as MTDs may employ different
models at prediction-time, an adversarial example may not
always evade the oracle. Therefore, we include the repeat
evasion rate (RER) as an additional metric for evaluating the
oracle. This measures the number of times an adversarial
example evades the oracle out of 100 attempts. We also use
standard ML metrics such as accuracy, F1, AUC, and false
positive rate (FPR) to evaluate the models and defenses.

6 BLACK-BOX RESULTS

6.1 Transferability Attack

Evasion rate. In general, we observe that attacks against the
majority of MTDs are effective regardless of the attack strat-
egy used. Figure |5 shows that MTDs seem easily evaded,
with the average evasion rate across all attack strategies
sitting at 56% for DREBIN, 12.9% for SLEIPNIR, and 50.3%
for AndroZoo. However, the best attack performance is
achieved by our attack strategy (Diverse Ensemble with
O; = 0.75), with peak evasion rates of 96.3% for DREBIN,
42.3% for SLEIPNIR, and 96.1% for AndroZoo. This demon-
strates that the majority of MTDs possess insufficient move-
ment mechanisms and do not adequately prevent attackers
from developing sufficient representations of them. This is
especially true in less constrained environments, such as
with DREBIN and AndroZoo. For these datasets, the attack
surface is greater due to the ability to perform more per-
turbations (i.e., both feature addition and removal), which
leads to greater evasion.
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For SLEIPNIR, there are greater restrictions on the per-
turbations that can be applied by attacks. Hence, this rep-
resents a more constrained environment for the attacker,
where MTDs have it easier to defend themselves. The
overall lower average evasion rate implies that MTDs can
work well in these conditions. In particular, Morphence and
veto voting are evaded the least, with an average evasion
rate across all strategies sitting at ~ 1% for Morphence
and 0% for veto voting. However, although veto voting
offers good protection, it exhibits a high FPR (see Section
later). Interestingly, StratDef seems least evaded across all
the datasets — for AndroZoo, the evasion rate of the attack
sits at below 1%. Also, although transferability attacks seem
to be less effective for SLEIPNIR, we show later that query
attacks are more effective and manage to extensively evade
all defenses even with this dataset.

Comparing attack strategies. In terms of how the different
strategies perform, Figure |5/ shows that our attack strategy
(Diverse Ensemble with ©; = 0.75) achieves the highest
evasion rate. For DREBIN and AndroZoo, the evasion rate
sits at 65+% against most defenses (including single-model
defenses), which is considerably greater than the ~ 50%
evasion rate of the baseline attack strategies (Ensemble
DNN and Single DNN). This is because, unlike other attack
strategies, our attack strategy maximizes the transferabil-
ity of adversarial examples locally across an ensemble of
diverse substitute models before evaluating them on the
oracle, thereby reducing attack failures. Even in a more con-
strained environment (with SLEIPNIR), our attack strate-
gies surpass the Single DNN and Ensemble DNN attack
strategies with a peak evasion rate of 40+% (versus ~ 10%).
As our attack strategy (Diverse Ensemble with ©; = 0.75)
offers the highest evasion rate across all datasets, we use
this approach for the rest of the black-box evaluation.

Varying the number of input samples (|A[|). We now
vary the input samples to construct substitute models. This
allows us to explore whether an effective transferability
attack can be performed against MTDs with fewer samples
to construct substitute models. Previously, the maximum
number of input samples was used to develop A (ie,
| Btrain|)- We therefore cap |A| and query each defense
with different numbers of input samples from each class,
up to the maximum available (1K+, i.e., |Btrain|). As |A|
increases, it should produce a better representation of the
oracle (up to a point), while fewer input samples should
be less detectable. Recall that we use our attack strategy
(Diverse Ensemble with ©; = 0.75) for this experiment.
Figure [6| shows that for DREBIN and AndroZoo, as |A|
increases past two (where the evasion rate sits at ~ 40%),
the evasion rate increases and reaches up to 90+% after
which it stabilizes. Generally, veto voting and StratDef are

~
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more robust defenses with less evasion for DREBIN these
datasets. Fluctuations in the performance of some defenses
are attributable to several reasons, such as model regenera-
tion (Morphence) and dynamic model selection (StratDef).
Moreover, A can become noisier due to inaccurate data,
resulting in substitute models with a poorer approximation
of the oracle’s behavior at some intervals, explaining the
dips in evasion rates for some defenses (DeepMTD and veto
voting). Interestingly, most defenses are no better than the
single-model defense, NN-AT.

6.2 Query Attack

Unlike the transferability attack, the black-box query attack
does not use substitute models. Instead, a malware sample
is perturbed using features from benign samples until it
evades the oracle or resources are exhausted (e.g., number
of queries, available features to perturb).
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Fig. 6: Evasion rate vs. number of input samples.

Meanwhile, in the more constrained environment with

SLEIPNIR, attack performance varies more, with the eva-
sion rate peaking at 53%. However, there is significantly
less evasion compared with DREBIN and AndroZoo due
to a smaller attack surface being available to exploit. Mor-
phence’s model regeneration procedure causes it to exhibit
greater fluctuations in its performance under this more
constrained dataset. Despite this, evasion is achievable even
if its query budget is exceeded. For AndroZoo, we observe
that nearly all MTDs are evaded in the same manner as
DREBIN. As |A| increases past 100, the evasion rate against
these defenses sits at 80+%. Interestingly, though, StratDef
and the non-MTDs exhibit significant robustness; in some
cases, the attack fails to achieve significant evasion.
Repeat Evasion Rate. Figure [7] shows the average repeat
evasion rate (RER) versus the number of input samples.
This measures how many times (out of 100) an adversarial
example evades the oracle, averaged across the attack. For
StratDef, the average RER is 95% for DREBIN (minimum
of 87%), 53% for SLEIPNIR (minimum of 44%), and 65.4%
for AndroZoo (minimum of 0%). Meanwhile, for DeepMTD,
Morphence, MTDeep, and voting, we achieve 100% RER,
which means that adversarial examples have a higher
chance of repeatedly evading the same oracle. This is due to
the predictive nature of each defense, the characteristics of
their movement mechanisms, or the lack of diversity among
their constituent models. As single-model defenses such as
NN-AT are completely static, they experience 100% RER.
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Fig. 7: Average RER vs. number of input samples. Lines
appear merged as most defenses exhibit 100% RER.
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Fig. 8: Evasion rate vs. maximum number of queries.

Figure [8|shows the results of the black-box query attack.
This attack clearly outperforms the transferability attack,
as models that were hardly evaded by the transferability
attack (especially for SLEIPNIR and AndroZoo) are evaded
by the query attack with fewer queries. The average evasion
rate of the query attack across all defenses sits at 72% for
DREBIN, 69% for SLEIPNIR, and 90.3% for AndroZoo (with
peak evasion rates of 99%, 91%, and 100% respectively). For
DREBIN, veto voting and StratDef exhibit the greatest ro-
bustness, with the attack only achieving ~ 20% evasion rate.
For SLEIPNIR, although the environment is still more con-
strained in terms of the attack surface (i.e., fewer possible
perturbations), veto voting and Morphence can be evaded
still, unlike in the transferability attack. As before, the
evasion rate is relatively lower for SLEIPNIR because there
are fewer perturbations that can be applied to the malware
samples, limiting the evasion opportunities. However, as the
perturbations used by the attack are tailored to this domain,
we observe that the attack yields better attack performance.
This is evident in the results of the attack against StratDef
for AndroZoo, where the black-box transferability attack
yielded insignificant evasion. Veto voting remains robust
across the datasets because a single model influences the
prediction and the perturbations selected by the attack are
insufficient to evade it. However, it exhibits a higher FPR
(see Section [8|later). Defenses such as DeepMTD, MTDeep,
and majority voting — as well as the single-model defense,
NN-AT — offer minimal protection against this attack.

There is a strong correlation between 7,4, (the maxi-
mum number of queries allowed) and the evasion rate. In
fact, we also examine the number of queries in Figure [9}
which shows the average number of queries required to
evade each defense versus n,,,,. Most defenses can be
evaded with less than 100 queries for DREBIN, 150 for
SLEIPNIR, and 100 for AndroZoo — see Appendix [E| for
extended results. For other domains that use continuous
features (such as image recognition), query attacks may
require substantially more queries [31] to achieve attack
success compared with domains that use discrete features.
This is because perturbations in a discrete feature-space
(e.g., 0 to 1) have a greater effect on the final prediction,
meaning that fewer of them may be required to achieve
evasion, compared with smaller perturbations made per
query (e.g., +0.01) in a continuous feature-space. For all



datasets, attacks against static defenses (or those behaving
statically) need fewer queries for evasion.
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Furthermore, experiments for the transferability attack
show that all defenses, besides StratDef, exhibit 100% aver-
age RER. For the query attack, the same is true for DREBIN
— even for StratDef — where adversarial examples achieve
100% average RER against the defenses. For SLEIPNIR,
the average RER for StratDef is 53.9% as the adversarial
examples are not as effective as the transferability attack,
while all other defenses exhibit 100% average RER. For
AndroZoo, the average RER is 100% for all defenses for
both attacks, except for StratDef, whose average RER sits
at 53.5%. We demonstrate that our attack strategy remains
effective despite the black-box scenario.

7 GRAY-BOX RESULTS

Under this attack scenario, we have access to the training
data of defenses, which we use to develop substitute models
for the transferability attack. Moreover, we have knowledge
of the statistical representation of the features, which can be
used to enhance the query attack. With greater information
about the dataset, we also evaluate each defense against
Universal Adversarial Perturbations (UAPs) [60], [61].

7.1 Transferability Attack

We evaluate each defense against our attack strategy (Di-
verse Ensemble with ©; = 0.75), having shown its superior
performance. Our attack strategy, using the Diverse Ensem-
ble but with ©; = 0.25 is also included as an alternative, as
is the Single DNN strategy [4] as a baseline for comparison.
The Ensemble DNN is not included as it has been proven
less effective than our attack strategy, and its performance is
on-par with the Single DNN strategy. Recall that, under the
gray-box scenario, the substitute models for each oracle are
equivalent for each attack strategy as they are trained on the
same training data as the defenses, rather than a synthetic
dataset that is an estimation of O’s input-output relations.

. . . 2100 — . .
1 @80
60 b g 60
1 0
20 1 20
T T T z oL T

0 o)

Our Diverse Our Diverse Single DNN Our Diverse Our Diverse Single DNN
Ensemble Ensemble (Papernot Ensemble  Ensemble  (Papernot

(©; = 0.75) (O, = 0.25)  etal) (©; = 0.75) (6, = 0.25)  etal) (©; = 0.75) (O, = 0.25)  etal)

(a) DREBIN (b) SLEIPNIR (c) AndroZoo

I B oeepmrp [ Morphence M TDeep [stratpet [ voting (Majority) [ Voting (veto) [ NN-AT |

Evasion rate (%)

Evasion rate (%)
5

0
Our Diverse Our Diverse Single DNN
Ensemble  Ensemble  (Papernot

Fig. 10: Evasion rate of attack strategies.
Figure[10|shows the evasion rate for the attack strategies
under this threat model. In the less constrained environ-
ments with DREBIN and AndroZoo, our attack strategy
can achieve a 55+% evasion rate across the MTDs for
DREBIN and mostly 80+% for AndroZoo. Interestingly,
when compared with the black-box transferability attack,
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the trends and the performance of each defense are similar.
However, under a smaller attack surface and hence a more
constrained environment with SLEIPNIR, there is greater
difficulty in evading the MTDs in general. For the defenses
that can be evaded, similar results are observable as in
the black-box attack, with a 95+% evasion rate against the
weaker defenses. In contrast, the vast majority of MTDs and
defenses offer effective resilience against the attack, with
defenses such as Morphence and veto voting remaining
quite resilient to adversarial examples. The attack is also
unable to evade StratDef, while the evasion rate for majority
voting is non-zero, with less than 10 successful adversarial
examples in total (which is why some results seem missing
— see Appendix [E| for full results).

In general, weaker defenses suffer more against the
gray-box attack than the black-box attack, while for attacks
against less static defenses, having access to the training
data (as in the gray-box threat model) is not as useful in
conducting attacks as it may seem. This phenomenon can
be attributed to several factors. Firstly, substitute models
for the black-box attack are more representative of each
oracle, as they are based on direct queries to them when
the synthetic dataset A is constructed. This suggests that,
in these circumstances, the substitute models capture the
oracle’s traits and behavior better, even with a smaller
dataset. Consequently, adversarial examples for the black-
box substitute models may transfer better to the oracle.
Moreover, a larger training set for substitute models — as
in the case of the gray-box transferability attack — may
increase overfitting in the substitute models, resulting in in-
ferior attack performance (see Appendix|G|for experiments
evaluating attack performance versus training set size).

7.2 Query Attack

The gray-box query attack uses the frequency of features in
benign samples to determine the order of transplantation.
We hypothesize that this should reduce the number of
queries needed and improve attack performance.
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Fig. 11: Evasion rate vs. max number of queries.

Figure shows the evasion rate versus 7,,,,. Similar
to the black-box query attack, there is a strong correlation
between 7,4, and the evasion rate, which reaches up to
99% for DREBIN, 94% for SLEIPNIR, and 100% for Andro-
Zoo (with an average evasion rate of 84.6%, 91%, and 79.6%
respectively, across all defenses and maximum query sizes).
However, the average evasion rate is also higher than the
black-box query attack (by ~ 20%) as well as the gray-box
transferability attack, with nearly all defenses being evaded
even in the more constrained environment of SLEIPNIR.
As has been a common theme, defenses exhibiting mostly
static behavior perform worse, with an evasion rate of 90+%.
This shows that a heuristically-driven query attack method



specifically designed for this domain can achieve better
evasion against the MTDs, even in more constrained en-
vironments. Interestingly, veto voting still offers robustness
for SLEIPNIR, although we achieve a higher evasion rate
with this attack than previously.
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compared with the transferability and query attacks, with
an average evasion rate of 20% for DREBIN, 4.7% for
SLEIPNIR, and 3.3% for AndroZoo (with peak evasion
rates of 77%, 21%, and 14.1%, respectively). DeepMTD and
MTDeep are evaded the most, especially for SLEIPNIR and
AndroZoo. Similar to the transferability attack for these
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Fig. 12: Avg. queries for evasion vs. max. queries.

The gray-box query attack also performs better than the
black-box query attack with respect to the queries required
to achieve this level of evasion. From Figure |12} we observe
that fewer than 80 queries for DREBIN are enough to
cripple most defenses. For SLEIPNIR, there is a further 44%
decrease in the average number of queries compared with
the black-box attack. Meanwhile, AndroZoo also presents
a reduction in the number of queries required to achieve
evasion. Therefore, on the balance of numbers, the gray-box
query attack outperforms the black-box attack considering
the datasets and the number of queries permitted. Moreover,
the average RER for the gray-box query attack for DREBIN
is 100% for all defenses but 0.2% higher than the black-box
query attack on StratDef for SLEIPNIR. The average RER for
AndroZoo similar to its black-box counterpart, with a 0.4%
reduction for StratDef, but 100% for other defenses.

7.3 Universal Adversarial Perturbations

Recent research has identified universal adversarial pertur-
bations (UAPs) as a cost-effective technique for produc-
ing adversarial examples [60], [61]. With UAPs, a set of
perturbations can be applied to multiple malware samples
to generate adversarial examples. In other words, sets of
perturbations that are known to cause input samples to cross
the decision boundary are reused across several malware
samples. We evaluate each defense against adversarial ex-
amples generated with UAPs to compare with our attack
strategies. The UAPs are derived from the dataset that
the gray-box attacker has access to. Using the adversarial
examples produced by the gray-box transferability attack,
we examine if a set of perturbations has been reused exactly
to produce adversarial examples from its original samples.
In such cases, the adversarial examples are deemed to have
been generated with UAPs.
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Figure[13|shows the evasion rate of adversarial examples
generated with UAPs. There is significantly less evasion

and gray-box attacks. Defenses like Morphence, StratDef,
and veto voting appear more resilient than others. Hence,
it may seem appealing to deploy these defenses. However,
metrics beyond adversarial robustness need to be consid-
ered, especially in the malware detection domain where the
false positive rate (FPR) must remain low [37], [55], [85],
[86]. A high FPR means a less reliable and more frustrating
service as analysts are flooded with false alarms and users
find their benign queries misclassified as malware. There-
fore, we simulate different system conditions with varying
degrees of adversity to understand how each defense per-
forms under these scenarios while considering other met-
rics. To do this, each defense is queried over 1000 times with
different proportions of adversarial examples represented
by the attack intensity (¢g). For example, at ¢ = 0.5, half
of the queries to the defense are adversarial, while the
remaining proportion is an equal number of benign and
non-adversarial malware input samples. The adversarial
examples are those produced previously under the gray-box
transferability attack to maintain uniformity, as the black-
box attack produces different adversarial examples for each
oracle. We evaluate each defense with 0.1 < ¢ < 0.9 to
avoid the less likely cases of system conditions where ¢ = 0
(where there are no adversarial queries) and ¢ = 1 (where
all queries are adversarial).

Figure shows the accuracy and false positive rate
(FPR) of each defense when queried over 1000 times with
different proportions of adversarial examples (see Ap-
pendix [F for F1 and AUC). While veto voting and Mor-
phence offer good accuracy, particularly for SLEIPNIR, the
greater FPR associated with these defenses can also be seen
across all values of ¢q. The FPR of veto voting is much higher
than most other defenses. If such defenses were deployed
in a real-world setting, users would often receive incorrect
predictions, which is unsuitable for the malware detection
domain, as explained before. Conversely, MTDs like Strat-
Def offer a more balanced performance in this regard, while
also being more well-rounded against the adversarial threat.

9 FINGERPRINTING & RECONNAISSANCE

An enhanced understanding of defenses can be gained
through fingerprinting and reconnaissance. Recall that re-
connaissance can yield useful information for future attacks.
If an attacker has a greater awareness of how an MTD
operates, they could improve future attacks. We introduce
two methods to demonstrate how this could be achieved,
showing promising results and widening the scope for more
elaborated attacks in future work.

Determining Predictive Nature of Defenses. As discussed
in Section [2, an MTD is dynamic or hybrid in nature
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time implies greater system utilization. Therefore, when
system utilization is low, we determine the predictive nature
of the defense but with a single input sample and a much
larger value of n (e.g., 10,000). The intended result is that
predictions vary across n to give an indication of the value
of any query budget. If predictions do not change, it could
be due to the input sample or because n is smaller than
the query budget. In an experiment to discover the query
budget for Morphence (Qqs), Figure [15] shows that the
prediction for the same input sample varies between 3-5K
and 7-8K queries. This implies that the oracle (which is an
example of a Morphence instance) changes after ~ 1000

I <% DeepMTD < Morphence -+ MTDeep -+ StratDef - Voting (Majority) 4 Voting (Veto) ~ NN-AT l queries (01' Qmaz < ]_000)/ which can be confirmed by

Fig. 14: Accuracy and FPR vs. g.

(whereas other defenses may be static). For defenses ex-
hibiting static behavior (as well as hybrid defenses, to some
degree), predictions will remain the same. This is ideal for
an attacker, as it guarantees that an adversarial example can
be reused, thereby ensuring its future success. Conversely, a
defense behaving dynamically will exhibit less predictable
behavior, leading to reduced repeat evasion (as seen before).

Determining this predictive nature can be accomplished
by querying each model with different input samples re-
peatedly (n times). Subsequently, a consensus mechanism
determines whether predictions for the same input sample
have changed across the queries. Fluctuations in predictions
are an indication of a dynamic defense, while static defenses
will always produce the same prediction for a single input
sample. For instance, upon applying this technique with
n = 100, several defenses such as DeepMTD, MTDeep, and
voting (majority and veto) mostly produce predictions stat-
ically. This is understandable, as voting is static by nature.
Meanwhile, the lack of variance in predictions indicates that
DeepMTD may not be effectively regenerating student mod-
els, while MTDeep may be employing a pure strategy, which
occurs when it computes the optimal strategy to be that only
a single model from its ensemble serves the predictions.
This is also why the evasion rate against these defenses is
perhaps considerably higher in our previous experiments.
Meanwhile, Morphence also delivers predictions statically
until its query budget is exceeded. However, as we show
in the following section, if the attacker discovers that the
oracle produces different predictions after n queries, they
can adapt their attack to use < m queries to ensure the
oracle’s static behavior. StratDef exhibits dynamic behavior;
for example, predictions for the same input samples vary by
an average of 5.7% for DREBIN and 2.7% for SLEIPNIR on
the test set described in Section Bl
Determining Movement of Hybrid Defenses. Hybrid de-
fenses provide static predictions until a condition is met,
at which point predictions for may differ from before. For
example, Morphence uses a query budget for this. However,
this may be discoverable using the method described previ-
ously to determine the oracle’s predictive nature. This is an
example of stealing hyperparameters in ML [87].

Across the queries, the specific point where the oracle
modifies its predictions can indicate whether a query budget
exists and allow for an estimation of its value. For example,
Morphence’s queuing system means that a longer waiting

using another input sample. With this knowledge, we could
develop A for a black-box transferability attack without ex-
ceeding the query budget to ensure the static behavior of the
oracle or perform a query attack with an n,,,, lower than
the estimated (),,,... Recall that this is an evaluation instance
of Morphence. In practice, one may find that a different n is
required to conduct this reconnaissance exercise.

; I

1K 2K 3K 4K 5K 6K 7K 8K 9K
Number of queries (n)

Predicted class

10K

Fig. 15: Prediction for the same input sample changes be-
tween 3-5K and 7-8K queries, implying that Q. < 1K.

10 DiscussION & RECOMMENDATIONS
In this section, we discuss the overall findings from our
evaluation. Based on these and our experimental results, we
make key recommendations for developing effective MTDs
against adversarial attacks in ML-based malware detection.
In some cases, the evaluated MTDs are no better than
the other ensemble or single-model defenses. Among the
evaluated MTDs, DeepMTD and MTDeep perform poorly
across the board, regardless of the type of attack strategy.
Our results show that both seem to exhibit a consistent
lack of variance in predictions, leading to almost static
behavior in practice due to inherent weaknesses and flaws
in their design. As already observed in previous work
[18], DeepMTD’s mechanism for regenerating its student
models only works when the defense is idle for some time.
Regarding MTDeep, we observe that in this domain, its
optimizer only generates pure strategies; that is, it only
uses a single model in practice to make the predictions.
Therefore, these defenses are unable to take advantage of
the main characteristic that an MTD should offer, which is
dynamic behavior to increase the attacker’s uncertainty.
Meanwhile, Morphence and StratDef offer some degree
of robustness in different attack scenarios. In particular, our
results show that StratDef performs well for transferability
attacks under both black-box and gray-box attack scenarios.
Meanwhile, Morphence offers slightly better performance
than other MTDs against query attacks, especially for lower
values of n,,,, where the attacker faces more restrictions
on the number of queries for their attack. The improved
performance of these defenses can be attributed to more
dynamic behavior (i.e., “how to move”). We observe in prac-
tice that both Morphence and StratDef vary their behavior
dynamically and use higher model diversity (i.e., “what



to move”) with diverse constituent models beyond DNNs,
which makes attacks against these MTDs less successful.
Despite this, their performance is far from perfect, and in
some threat models and attacks, particularly the gray-box
query attack, both Morphence and StratDef can be well-
evaded. Also, and particularly in the case of Morphence,
we have shown that it can be fingerprinted, leaving key hy-
perparameters that govern its behavior exposed to attackers.
Intriguingly, the number of constituent models of an MTD
does not strongly correlate with robustness. In fact, MTDs
such as DeepMTD (which use several constituent models)
offer less robustness than MTDs, which use fewer models,
such as StratDef and Morphence. This highlights the need
for better constituent models and movement strategies.

Yet, we believe that there is scope for MTDs to be a
promising direction for defending against adversarial ML,
especially in the malware detection domain. If designed
well, MTDs have the potential to introduce a layer of com-
plexity and uncertainty for the attacker to thwart attacks.
Hence, based on our results, we make key and actionable
recommendations for developing effective MTDs to moti-
vate further work in this area.

We believe that MTDs designed for and applied to any
domain should follow these recommendations in order to
promote maximal robustness, as they promote the funda-
mental aspects of what constitutes an MTD. However, future
research work may be required to investigate the nuances of
different domains, as the performances is known to vary
accordingly as we have shown in this work.

Beyond designing for movement: Ensure dynamic be-
havior in practice. Our empirical analysis reveals a critical
finding: even MTDs explicitly designed for movement, such
as MTDeep and DeepMTD, can exhibit static behavior in
practice. This highlights the importance of not only design-
ing MTDs with dynamic movement mechanisms but also
rigorously testing whether these mechanisms function as
intended when deployed. If an MTD behaves statically in
practice, it is essential to adapt or redesign its movement
mechanism to ensure effective dynamic behavior. Our evi-
dence demonstrates that MTDs which exhibit static or insuf-
ficiently dynamic behavior are significantly less effective at
mitigating adversarial ML threats compared to MTDs with
robust dynamic mechanisms. In fact, we show that defenses
with inadequate movement mechanisms can perform no
better than static single-model defenses such as adversarial
training. For instance, dynamic or hybrid MTDs, such as
Morphence or StratDef, offer superior performance across
various threat models and attack strategies, as evidenced
by improved evasion rates and other evaluation metrics.
Furthermore, ensuring consistent and effective movement
mechanisms can help reduce high repeat evasion rates by
introducing inconsistencies in how adversarial examples
behave against the oracle.

Increase the diversity of “what to move”. We recommend
that the constituent components of MTDs (i.e., the models)
must be diverse. This is actionable by considering the use of
different model families. Our work has shown that using
a dynamic or hybrid MTD may still be ineffective if its
constituent models can be evaded through transferability.
To minimize transferability between the constituent models,
the constituent models need to be as diverse as possible.
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In fact, we have seen that MTDs that use different families
(and not just DNNs) seem to perform better. This means that
other model families (e.g., random forests, support vector
machines, etc.) should also be included in the constituent
models.

Be independent on “how to move”. We recommend that the
movement mechanisms for MTDs should not be influenced
solely by user behavior. Some defenses (e.g., Morphence)
regenerate models to “move” their configuration, which is
impacted exclusively by user activity (e.g., number of user
queries), rather than by an independent mechanism (e.g.,
time or randomness). A user-influenced mechanism makes
the oracle an easy target. Therefore, MTDs must “move”
independently and cycle through configurations to prevent
attacks. This can be achieved with effective sequencing,
strategies or model cycles at prediction-time.

Consider leakage of hyperparameters. We recommend that
the design of MTDs must not expose sensitive informa-
tion about their operation. Hyperparameters are carefully
designed and chosen for a specific context and may com-
promise a defense if leaked. For example, in Section @ we
demonstrate how a query budget can be discovered. This
could make it easy for the attacker to consider the available
query budget in a future attack, allowing them to take ad-
vantage of the defense before it changes its behavior. There-
fore, it is critical that the design of an MTD accommodates
the potential leakage of hyperparameters. The defender
should operate under the assumption that hyperparameters
may be leaked. For example, in the scenario described
earlier, a method to mitigate hyperparameter leakage could
be to cycle through models at prediction-time (randomly or
strategically) so that it cannot be reliably ascertained how
often predictions are changing.

Design or couple MTDs with greater system awareness
is vital. We recommend that MTDs need more information
about the world they operate within, which can be achieved
by coupling them with other types of defenses. While an
MTD has several advantages, it cannot identify when an
attack is taking place. For instance, in our query attacks, this
means that after several queries, most MTDs can be evaded
as single-model defenses (like adversarially-trained mod-
els). Therefore, greater system awareness is vital, especially
for protecting against query attacks given that particularly
dynamic MTDs could vary their strategy at run-time. Prior
work [30]], [88] has shown that stateful detection methods
could help detect attacks against single-model defenses in
some cases. Therefore, an actionable research avenue could
be to explore whether such stateful detection methods as
well as cyber-threat intelligence could be combined with
an MTD to offer increased awareness and robustness. This
would lead to an adaptive MTD system for detecting and
reacting to potential attacks in progress (e.g., by changing
strategies or deciding to make a different move).

11 RELATED WORK

Szegedy et al. [3] introduced adversarial examples, demon-
strating that they transfer across different models. Other
work explored transferability attacks within other domains
(e.g., image recognition) [4], [89]], [90]. Papernot et al. [4] ex-
plored methods for attacking remotely-hosted single-model
classifiers based on a black-box threat model introduced in



[57], which was further explored in the malware detection
domain [5], [29], [33]], [91]. Liu et al. [58] then demonstrated
that adversarial examples generated using ensembles of
DNNSs can lead to the evasion of a black-box image classifier.
Our transferability attack improves on these approaches,
as we use an ensemble of diverse substitute models and
validate the transferability of adversarial examples across
the substitute models before testing on the oracle. Prior
work also developed query attacks (primarily for images)
[29], [30], [31], [32], [33], [34], [36] to generate adversarial
examples using techniques such as gradient and decision
boundary estimation. These attacks cannot deal with dis-
crete features and functionality preservation [32]. Compared
to prior work [32], our query attack does not assume access
to prediction scores or use sliding windows, so we consider
a threat model with even less information. Additionally, our
gray-box query attack chooses which features to perturb in
a heuristic manner rather than randomly.

Other work has explored model stealing, which is a
different adversarial aim from ours [87], [92], [93], [94]. For
instance, [92] shows how to obtain parameters from remote
classifiers with partial knowledge of models. Several studies
on adversarial ML have been conducted in other domains,
such as network systems and website fingerprinting [95],
[96], [97], [98], [99]. Nonetheless, we show that the hyperpa-
rameters of MTDs and details about their behavior can be
stolen in a black-box setting.

A challenge within ML-based malware detection is
model sustainability. As malware evolves, it becomes diffi-
cult to generalize models to detect unseen behavior, making
classifiers unsustainable [66], [100], [101]. Due to concept
drift, models may make poor decisions when facing the lat-
est threats (but not always [65]). Prior work has suggested
periodically retraining models [102], [103], though this may
reduce their learning ability. Thus, the constant evolution of
malware makes it a moving target in its own right. To deal
with this, MTDs could use a detection system for concept
drift [66] and then retire vulnerable constituent models.

Our work is part of a series of evaluations of
defenses against adversarial ML attacks. Prior work
has demonstrated that single-model defenses are ineffective
at dealing with adversarial examples [15], [16], [28], [52],
[53], [54]. He et al. [104] showed that weak ensembles
are insufficient against adversarial ML using image
datasets. Work conducted in our domain has provided
a grim view of the capabilities of available defenses
[16], [52]. We are the first to conduct a comparative
evaluation of MTDs. Our work proposes novel attack
strategies for increasing evasion against different models,
especially MTDs. Moreover, past research on MTDs
[12], 1271, [18], [190, [20], [21], [49l, [50], [51], [105], [106]
has not evaluated MTDs under different threat models,
nor compared MTDs with each other, nor offered practical
recommendations for developing effective MTD systems
based on an evaluation of recent MTDs. Although [106]
makes some suggestions, they are different from ours, as
we do not recommend randomization or using only DNNSs.

12 CONCLUSION
We studied the effectiveness of several MTDs against eva-
sion attacks in ML-based malware detection. For this, we
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used existing transferability and query attack strategies
as well as novel strategies specifically tailored to MTDs.
Under different scenarios, we demonstrated that our attack
strategies achieve high evasion with minimal queries to the
target model. Moreover, we demonstrated that it may be
possible to understand how a target model operates through
fingerprinting and reconnaissance methods.

Based on our findings, we provided recommendations
for developing effective MTDs. MTDs that behave statically
should be avoided with dynamic behavior validated, while
MTDs that utilize diverse constituent models with effective
movement should be favored. That is, an MTD should
use models from different families (beyond just DNNs or
just different DNN architectures) to maximize diversity for
limiting the effectiveness of transferability attacks. Further-
more, these models should be used dynamically and moved
strategically to maximize uncertainty and complexity for the
attacker. In addition, we suggested that MTDs be coupled
with greater system awareness to detect and react to attacks
in progress. This could pave the way for a promising way
forward in dealing with attacks. This may be accomplished
by developing a response that is both automated and state-
ful [30], and/or based on cyber-threat intelligence [107],
[108]. Moreover, a potential limitation of our study is that
there is room for greater investigation into the efficiency
of MTDs, and the resources that are required to develop
them both securely and efficiently. Future work should aim
to consider and recommend methods for developing secure
and practical MTDs.
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APPENDIX A

EVALUATED DEFENSES
Each defense has been evaluated using configuration and
parameters as close as possible to its original paper.

Defense Configuration/parameters/setup

DeepMTD [20] w=0.3n=20,T=0.6
" Morphence [19] ~ n=4,p=3,Qmac =1000
" MTDeep [12] 5 DNNs as constituent models. Assumed o =1~~~

Variety-GT using same models as paper.
Assumed strong attacker and o = 1

4 fully-connected layers (128 (Relu),
64 (Relu), 32 (Relu), 2 (Softmax)).
Adversarially-trained with up 25% size of training data

APPENDIX B

ARCHITECTURES OF SUBSTITUTE MODELS (&
VANILLA MODELS)

These model architectures are used for the substitute mod-
els in our transferability attack strategies. Additionally, we
construct a set of vanilla models with these architectures
that are used to generate a set of adversarial examples for
Ensemble Adversarial Training (see Section[5).

Model

Parameters

Decision Tree

max_depth=5, min_samples_leaf=1

3 fully-connected layers (100 (Relu),

50 (Relu), 2 (Softmax))

Support Vector Machine  LinearSVC with probability enabled
APPENDIX C

PERMITTED PERTURBATIONS FOR DREBIN AND
ANDROZOO

DREBIN [69] and AndroZoo [70] are Android datasets,
both of which can be divided into eight feature fami-
lies comprised of extracted static features such as per-
missions, API calls, hardware requests, and URL requests.
According to industry literature and prior work (e.g.,
[17], [27], 135, [56], [61], [82]], [109]), features may be added
or removed during attacks to traverse the decision bound-
ary, based on the feature family.

However, malicious functionality must be preserved as a
core constraint in this domain. As we operate in the feature-
space, we offer a lower bound of functionality preservation.
For example, attacks cannot remove features from the man-
ifest file nor intent filter, and component names must be
consistently named. Therefore, the table below enumerates
the perturbations for each feature family that are allowed.
For example, if a feature belonging to the 52 family is
removed by an attack, then its original value is restored as
it is not permitted to be removed (see Section[5).
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APPENDIX D
EFFECTIVENESS OF ATTACKS AGAINST MODELS
WITH FEWER FEATURES

We evaluate the performance of our gray-box query at-
tack strategy against two vanilla neural network models to
demonstrate the effectiveness of attacks when the feature-
space is drastically reduced. That is, for each dataset, we train
two vanilla neural network models: one with the full set of
features (described in Section [5); and another with only 500
features. For the neural network with reduced features, the
features are selected by using the SelectKBest function of
the scikit-learn library (with the chi2 scoring function that
computes the chi-squared stats between each non-negative
feature and class). The table below shows that the attack
performs just as well when the feature-space is significantly
decreased for DREBIN and SLEIPNIR.

500 features  Full features

DREBIN 100%

SLEIPNIR  100%

TABLE 2: Evasion rate achieved by gray-box query attack
against vanilla neural networks with different numbers of
features.

APPENDIX E

EXTENDED RESULTS

The extended results are located in the following
anonymous repository: https://osf.io/nymba/?view_only=
4ba9b399086c4f7cadcb5abade8dal3e

APPENDIX F
F1 AND AUC (SECTION[8)
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TABLE 1: Permitted perturbations for Android datasets.
These are determined by consulting industry documenta-
tion and prior work [17], [27], [35], [56], [61]], [82]], [109].

Fig. 16: F1 & AUC vs. g.

APPENDIX G

VARYING TRAINING DATA SIZE IN GRAY-BOX
TRANSFERABILITY ATTACK (SECTION [7.1])

We evaluate how the attack performs when the substitute
models are trained with different sizes of training data
(% of the original size). For DREBIN, the average evasion
rate decreases between 25% to 75% sizes, after which it
increases once 100% of the training data is used to construct
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substitute models. Meanwhile, for SLEIPNIR, we observe
peak attack performance at 25% training data, with this
decreasing as the training set size increases. The evasion rate
against DeepMTD and MTDeep remains consistent, with
only the performance against other models decreasing dra-
matically. This largely supports the idea that overfitting may
be occurring. The disparity between the trends in DREBIN
and SLEIPNIR can be attributed to the differences and
nuances of each dataset relating to the different-sized attack
surfaces of each. The black-box transferability attack still
performs better. We primarily attribute this phenomenon
to the suggestions made earlier in the paper: the substitute
models capture the oracle’s traits and behavior better, which
means that adversarial examples for the black-box substitute
models transfer better to the oracle.
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Fig. 17: Evasion rate vs. sizes of training data.
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